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Policy Brief

Discussions with the Chinese about addressing their de-
mands have been a major part of negotiations on a bilateral 
investment treaty (BIT), but as of September 2015, progress 
on the issue has stalled despite eff orts to complete agreement 
at the time of the visit of President Xi Jinping to Washington 
and Seattle. It has become increasingly apparent that the United 
States is not prepared to change CFIUS’s substantive procedures 
as China wants.

Can China nonetheless achieve much of what its investors 
want? Yes, almost certainly so.

Th is Policy Brief proposes practical steps to address the 
concerns of Chinese investors without diluting CFIUS proce-
dures. It provides a national security threat assessment fi lter, 
which allows Chinese investors—like investors of all nation-
alities—to determine when their proposed acquisitions might 
pose a genuine threat and when any such threat is simply not 
plausible. It also illustrates how foreign investors can overcome 
the secrecy surrounding CFIUS objections so as to fi gure out 
how to proceed with problematic acquisitions. 

Chinese foreign direct investment (FDI) fl ows in the 
United States have been rising rapidly since 2012, and—as this 
Policy Brief shows—can be expected to accelerate in the future. 
It is time for an updated and revised perspective on how the 
CFIUS process has changed in recent years, especially with the 
passage of the Foreign Investment and National Security Act 
(FINSA) in 2009. 

While CFIUS practices will not be modifi ed to meet 
Chinese demands directly, there are straightforward ways for 
Chinese investors to overcome the obstacles easily and smoothly 
in the vast majority of cases. Th e result will not just be favor-
able for Chinese investors but also benefi cial for the host US 
economy as well.
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For more than a decade, China has complained about what it 
maintains has been a pattern of erratic and politicized treat-
ment of Chinese investors when they attempt to acquire US 
companies. Chinese authorities remain stung in particular by 
the political backlash in Washington provoked in 2005 when 
the China National Off shore Oil Corporation (CNOOC) 
attempted unsuccessfully to acquire the American oil company 
Unocal. Although the deal was aborted by politics, and not any 
offi  cial fi nding of security concerns, the Chinese have targeted 
the Committee on Foreign Investment in the United States 
(CFIUS) as a focus of their criticism. Th e Chinese want the 
committee, an interagency group that reviews foreign acquisi-
tions of US companies for possible threats to the national secu-
rity of the United States, to be more open and transparent in 
its rulings and to not discriminate against Chinese fi rms but 
instead treat Chinese acquisitions on an equal basis in compar-
ison with acquisitions by fi rms of other nationalities.

The United States is not likely to accede to the Chinese 
demands in any formal or legal manner. In a world of geopo-
litical tensions, acquisitions by fi rms from potential adversary 
countries will inevitably receive disproportionately intense scru-
tiny. Assessments by US intelligence agencies will remain secret 
so as not to reveal “sources and methods.” 

. . .while CFIUS prac tices will  not be modified 

to meet C hinese demands direc tly,  there 

are straightfor ward ways for  C hinese 

investors  to overcome the obstacles  easily 

and smoothly in the vast  majority of  c ases. 
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C H I N E S E  P E R C E P T I O N S  A N D  CO M P L A I N T S

China complains that the regulatory process surrounding 
foreign acquisition of US companies is opaque, unreliable, 
highly politicized, and discriminatory against Chinese fi rms, 
with allegations that national security is used as a guise to block 
controversial takeovers. Is this an accurate appraisal? 

Looking at the past, the Chinese complaints are not without 
reason. China fi rst experienced the politics in Washington 
surrounding a foreign acquisition in 2005, when CNOOC, a 
70 percent government-owned national oil company, proposed 
to buy the US oil company Unocal (Moran 2009; Moran and 
Oldenski 2013; Bergsten, Hufbauer, and Miner 2014). 

Unocal produced 150,000 barrels of oil per day, of which 
70,000 came from wells in the United States and 80,000 
from wells in Asia. Th e principal concern was that Unocal’s 
oil production was a crucial commodity, too sensitive to fall 
into Chinese hands; a subtext of this concern was that US oil 
production would be diverted to China (in the worst case, sold 
directly to the People’s Liberation Army [PLA]). But 80,000 
barrels of Unocal’s daily production were already sold into the 
highly competitive Asian market where alternative sources were 
easily fungible. Th e 70,000 barrels from US sources represented 
three-tenths of 1 percent of US daily consumption, with many 
alternative sources available to US buyers, and a potential diver-
sion by CNOOC to China from the Gulf of Mexico would 
make Unocal wells the most expensive source of oil available to 
Chinese buyers, including the PLA. Unocal had no proprietary 
oilfi eld technology that was not available from multiple sources 
such as Halliburton and Schlumberger in international markets.

CNOOC submitted its proposal to CFIUS, which declined 
to begin assessment until the proposal had been presented 
to and accepted by Unocal’s shareholders. Meanwhile, the 
Washington Post reported that “members of Congress, many of 
them heavily lobbied by Chevron, lined up to attack CNOOC’s 
bid.”1 Chevron had already made its own lower-price off er to 
acquire Unocal. A nonbinding resolution in the House passed 
398 to 15 appearing to preempt CFIUS, by asking the president 
to begin a special White House investigation of the acquisition. 
More authoritatively, Congress attached an amendment to the 
Energy Policy Act of 2005 (H6) instructing the administration 
to conduct a detailed examination of the impact of China’s 
growing energy needs on US national security, only after which 
CFIUS could begin its review. 

Just eight days before Unocal shareholders were to vote on 
the CNOOC off er, the Chinese company withdrew its off er, 
citing “unprecedented political opposition,” and “a level of 

1. Ben White, “Chinese Drop Bid to Buy US Oil Firm,” Washington Post, 
August 3, 2005.

uncertainty that presented an unacceptable level of risk.” Th e 
battle was ceded to Chevron, which promptly proceeded with 
its own takeover of Unocal. 

Th e CNOOC-Unocal case was soon followed by Dubai 
Ports World (DP World), showing that the politicized and 
erratic reaction in Washington to foreign acquisitions was not 
confi ned to China.

DP World sought to acquire the Peninsular and Oriental 
Steam Navigation Company (P&O), a British fi rm (Moran 
2009, Moran and Oldenski 2013). P&O’s main assets were 
terminal facilities owned or leased in various ports around 
the world, including facilities at six US ports—Baltimore, 
Houston, Miami, New Orleans, Newark, and Philadelphia. 
CFIUS reviewed and approved the transaction, subject to the 
mitigation discussed below.

Th e proposed transaction fi rst attracted broad public 
attention when a company named Eller, which was engaged in 
commercial litigation with P&O in London, contacted several 
Congressmen. Th e widely expressed fear was that the new 
parent company (in crude post-9/11 public opinion, an “Arab” 
parent company) might be lax in allowing dangerous persons 
or cargo into US port facilities that would be managed from 
headquarters in Dubai. A bipartisan group of ten senators, led 
by Charles Schumer of New York, signed a letter to the Senate 
leadership insisting that Congress be allowed to review CFIUS’s 
appraisal of the transaction and vote to approve or disapprove 
the CFIUS decision. Th e House Appropriations Committee 
passed a resolution of disapproval 62 to 4.

In point of fact, the six American ports to be acquired by 
DP World would be subject to the same container inspection 
and immigration regulations as any other US port. On top 
of this, however, CFIUS had taken the extra precaution of 
having the Department of Homeland Security (DHS) nego-
tiate a “letter of assurances” with DP World, stipulating that 
the company operate all US facilities with management by US 
nationals, designate a corporate offi  cer of American citizenship 
vetted by the Federal Bureau of Investigation (FBI) to serve as 
point of contact with DHS on all security matters, to promptly 
provide any and all information DHS might request, and assist 
other US law enforcement agencies on any matters related to 
port security. So the US ports managed by DP World would be 
the most carefully inspected ports in America.

Despite CFIUS approval, the political opposition to the 
proposed takeover was so vociferous that DP World announced 
that it would sell off  the US port facilities acquired from P&O 
to a US company.

Little wonder therefore that Chinese commentators 
complain about unpredictability and discrimination in the 
treatment of proposed acquisitions in Washington. Among the 
reactions are:
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Th e U.S. has the cold war mentality towards China and 
applies trade protection against Chinese companies. 
America prohibits China’s entry to many fi elds mostly 
due to political reasons. It abuses “national security” as 
an excuse. 

—Bai Ming, Chinese Academy of 
International Trade and Economic 
Cooperation, February 2013
(http://paper.people.com.cn/rmrbhwb/html/2013-02/27/content_1204132.htm)

CFIUS is powerful because “national security” can 
be a block to many things. Why is “national security” 
a useful tool in the U.S.? Many Americans consider 
China as a potential competitor. Th e label of “threat to 
national security” has no cost and political gains. For 
example, using “national security” against a Chinese 
company in a campaign helps to win votes and support.

—Jia Xiudong, China Institute of International 
Studies, July 2014
(http://jingji.cntv.cn/2014/07/27/VIDE1406476259677842.shtml)

CFIUS, a mysterious committee that keeps confi den-
tial its investigation process, objection reason and legal 
explanation, has been considered a roadblock in over-
seas investment in the U.S. by many Chinese compa-
nies, and even denounced as a tool for trade protection.

—Caixin, January 2014 
(http://magazine.caixin.com/2014-01-17/100630247.html?p0#page2)

But the CFIUS process has changed, largely in response 
to these two cases, with the FINSA regulations of 2009. In 
FINSA Congress wanted to strengthen the regulatory oversight 
of CFIUS. At the same time, the George W. Bush administra-
tion, spearheaded by Treasury Secretary Henry Paulson, wanted 
to regularize the appraisal of foreign acquisitions and ensure that 
CFIUS procedures to address national security threats coincided 
with the fundamental open door of the United States to foreign 
investment, a goal subsequently endorsed with White House and 
cabinet-level declarations by the Obama administration as well. 
Th e FINSA reforms attempted to mesh these two objectives.

P O S T - F I N S A  C F I U S :  P R O C E D U R E S  A N D  C A S E S

FINSA strengthened the CFIUS process in several tangible 
ways: (1) while leaving the defi nition of “national security” 
open-ended, it expressly identifi es transactions involving critical 
infrastructure (including energy assets) and critical technologies 
as deserving special scrutiny; (2) it requires more thorough inves-
tigation of all transactions involving state-owned enterprises 
(SOEs) or entities otherwise controlled by foreign governments; 

(3) it empowers CFIUS with the authority to negotiate, impose, 
and enforce mitigation agreements to address national security 
concerns; (4) it eliminates the safe harbor that had protected 
transactions cleared by CFIUS from future scrutiny (and poten-
tial unwinding), if parties to the transaction intentionally and 
materially breach any term of a mitigation agreement; (5) it 
introduces the US intelligence community, through the director 
of national intelligence, as a nonvoting member of CFIUS and 
requires an intelligence assessment for all CFIUS cases; and (6) it 
maintains the confi dentiality of information provided to CFIUS 
as well as CFIUS deliberations and determinations.

Finally—and perhaps most importantly—FINSA formal-
izes CFIUS’s consultations with Congress, while providing 
a measure of insulation from politics. It requires CFIUS to 
provide written notice to Congress at the conclusion of both 
30-day initial reviews and more extensive 45-day investigations, 
as well as detailed annual reports on its activities.

So post-FINSA CFIUS emerged stronger and more 
powerful than before. Has the treatment of foreign acquisi-
tions in fact become less uncertain and more predictable in the 
ever-volatile politics of Washington? A look at two particularly 
controversial post-FINSA cases suggests that the answer might 
be affi  rmative. 

Th e Congressional Research Service (Jackson 2014) identi-
fi es the acquisition of the US batterymaker A123 Systems and 
the takeover of US Smithfi eld Foods, both happening to involve 
Chinese investors, as the two post-FINSA cases arousing most 
congressional scrutiny and concern.

In December 2012 the Chinese auto parts manufacturer 
Wanxiang Group proposed to acquire the bankrupt electric car 
lithium-ion batterymaker A123. Prior to the acquisition A123 
spun off  its operations that supplied the US military to a US 
buyer. Members of Congress nonetheless argued that the acquisi-
tion would jeopardize US energy security. Th ere were, however, 
more than a dozen alternative producers of lithium-ion batteries 
in the United States, Europe, and Japan. Others on Capitol Hill 
opposed the deal because A123 had been awarded nearly $250 
million in federal grants to support clean energy technology, 
although Wanxiang had simply outbid other potential US buyers 
who sought the same assets. Despite these noises from Congress, 
CFIUS promptly approved the acquisition in January 2013 with 
no refi lings, no mitigations, and no special security arrangements.

Even more controversial was the high-profi le acquisi-
tion of Smithfi eld Foods by Chinese meat packer Shuanghui 
International Holdings in May 2013. Notwithstanding America’s 
historical role as a large exporter of agricultural products, Senator 
Debbie Stabenow (D-MI) termed the expansion of pork exports 
to China via the Smithfi eld acquisition a threat to what she 
labeled “food security.” She demanded that the secretary of agri-
culture be made a member of CFIUS. Th e Senate Agriculture 



N U M B E R  P B 1 5 - 1 7  S E P T E M B E R  2 0 1 5

4

Committee called a special hearing on the acquisition, at which 
Smithfi eld’s CEO Larry Pope testifi ed that the purpose of the 
acquisition of his fi rm was to help Shuanghui upgrade its food 
safety practices in China, while exporting more pork products 
to China (thus helping the US balance of payments). Some in 
Congress continued to express concern that somehow the acqui-
sition would allow tainted pork products from China into the 
United States.

Despite all this activity on the Hill, CFIUS also approved 
the Smithfi eld acquisition smoothly, again with no refi lings, no 
mitigations, and no special security arrangements.

So, while these are only two, albeit particularly contro-
versial, cases, they are not off set by any CFIUS rejections of 
Chinese proposed acquisitions or any high-profi le withdrawals 
of Chinese proposed acquisitions until the Ralls case—centered 
on a US court challenge, not congressional interference in post-
FINSA CFIUS procedures—considered in the next section.2 

It is impossible to dampen or control congressional 
behavior, so it may look to outsiders like nothing has changed 
in Washington. But post-FINSA, the CFIUS process of 30-day 
assessments for nontroublesome cases and 45-day investigations 
for more problematic cases (including all acquisitions involving 
foreign government-controlled companies from any country) 
has not been interrupted by congressional pressures, nor have 
congressional hearings or amendments imperiled the supremacy 
of CFIUS as the US government arbiter of potential national 
security threats via acquisition of US fi rms.

C H I N E S E  F D I  I N  T H E  U N I T E D  S TAT E S  A N D 
C F I U S :  LO O K I N G  TO  T H E  F U T U R E

What is reasonable to predict about the fl ows of Chinese FDI 
into the United States in the coming years, and how will Chinese 
companies that invest via acquiring US companies be treated?

Chinese investment in the United States has been grow-
ing rapidly from a very low base (Hufbauer, Miner, and Moran 
2015). More than half of the total stock of Chinese FDI entered 
in the past two years, amounting to $14 billion in calendar 
year 2013 and $12 billion in calendar year 2014. From 2007 
to 2009, Chinese fi rms fi led 13 notices with CFIUS, but from 
2010 through 2012, they fi led 39 notices, accounting for 12 
percent of all notices. Th is includes 23 notices fi led in 2012 

2. As a member of Huawei’s International Advisory Council, it is not appropri-
ate for the author to comment on the oddly sequenced SoftBank acquisition 
of Sprint in 2013 in which the parties preemptively pledged to Congressman 
Mike Rogers, chairman of the House Intelligence Committee, that they would 
not use Huawei equipment, a pledge that was subsequently affi  rmed in the 
approvals granted by CFIUS and the Federal Communications Commission.

alone, twice the level in the previous year (fi gure 1).3 In 2013 
21 additional Chinese notices were fi led with CFIUS. Of the 54 
Chinese notices fi led with CFIUS in 2011–13, 24 were in the 
manufacturing sector, 17 in mining, utilities, and construction, 
while the other 13 were in fi nance, information technology, and 
services. 

From a comparative perspective, Chinese fi rms accounted 
for the largest number of fi lings in the three-year period 
2011–13 (54 notices), followed closely by the United Kingdom 
(49 notices), Canada and Japan (34 notices each), and France 
(29 notices). 

To predict future FDI fl ows, it is useful to deploy a gravity 
model for Chinese FDI much like gravity models that are used 
to estimate trade fl ows between countries based on variables 
such a per capita income, distance, and language (Moran and 
Oldenski 2013). Such a model shows clearly that despite the 
recent expansion of Chinese FDI, China’s investment level 
remains no more than half what would be expected on the basis 
of other such characteristics of the two countries. Th e gravity 
model predicts large and steady increases of Chinese FDI in the 
United States. 

Using a less sophisticated predictive model based on (1) 
market size (total GDP measured at purchasing power parity 
[PPP] and population); (2) natural resources (natural resource 
rents as a share of GDP); and (3) governance, David Dollar 
(2015) also shows that China is underinvested in the United 
States and concludes that fl ows from China can be expected to 
rise rapidly in coming years.

What impact will these new and greater investment fl ows 
from China have on the US economy? Evidence from the 
Chinese FDI that has already taken place reveals that Chinese 
investors provide jobs with wages and benefi ts substantially 
higher than the average within the industries where they are 
located, on a par with the (higher) wages paid by US affi  liates 
of fi rms headquartered in developed countries (Moran and 
Oldenski 2013). Th is is not surprising because the data show 
that Chinese companies come to the United States to perform 
R&D and gain management expertise as well as to sell goods 
and services to US consumers. So future fl ows of Chinese FDI 
are likely to provide good jobs to American workers. 

Moreover, when foreigners invest in the United States their 
presence provides productivity spillovers to other fi rms in the 
sectors where they invest. Th ese spillovers are not small: About 
12 percent of the total productivity growth in the United States 
from 1987 to 2007 can be attributed to productivity spillovers 
from inward FDI (Moran and Oldenski 2013). Will the same 
be true for Chinese investors in the United States? Somewhat 

3. See US Department of the Treasury (2015). A breakdown of all CFIUS 
cases is not yet available for 2014.
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surprisingly, foreign investment on the part of companies from 
developing countries—including China—already also generate 
statistically signifi cant productivity spillovers (the data do not 
permit the isolation of productivity gains supplied by Chinese 
investors specifi cally, but they do show that Chinese investors 
conduct much higher levels of R&D in the United States than 
other investors from the developing world). Th ese spillovers are 
likely to continue and grow in magnitude.

Around the globe, some 80 percent of all FDI takes place 
via foreign companies taking over local fi rms, depending on 
the industry. In the case of Chinese investments in the United 
States—37 percent of all investments by number of transactions 
and 84 percent of all investments by size of transaction—have 
taken place via acquisition between 2000 and mid-2015.4 So it 
is reasonable to expect that a large proportion of Chinese invest-
ment will continue to involve acquisitions of US companies.

How will CFIUS receive future acquisitions? In particular, 
will Chinese investors achieve the nondiscriminatory and 
reasonably transparent treatment that they desire? Certainly not 
in any formal or legal way, but Chinese objectives can largely be 
achieved nonetheless as a practical matter in the vast majority 
of cases.

Chinese Demands for Formal or Legal 

Nondiscriminatory and Transparent Treatment 

Will Not Be Met

Th e purpose of CFIUS is to protect the United States against 
national security threats that might emerge from foreign take-
overs of US fi rms. 

4. Rhodium Group, China Investment Monitor, http://rhg.com/interactive/
china-investment-monitor.

CFIUS leadership and US government spokespersons 
more generally assert that they scrutinize foreign investment 
in a nondiscriminatory fashion. To quote Assistant Secretary 
of Treasury Marisa Lago, head of CFIUS investigations, 
“Th ird—and I want to emphasize this point—CFIUS does 
not discriminate among the countries of companies seeking to 
invest in the United States….”5 Th at is surely an inaccurate use 
of words—CFIUS representatives may mean that CFIUS scru-
tiny of Chinese acquisitions is careful, objective, and follows the 
same procedures as for acquisitions by fi rms from other coun-
tries, but CFIUS scrutiny of Chinese acquisitions is certainly 
not nondiscriminatory, if the intent of the term nondiscrimina-
tory is off ering Chinese investors anything approaching most 
favored nation (MFN) treatment.

In a world characterized by geopolitical tensions between 
major powers it is simply naïve to think that acquisitions by 
companies from China, Russia, and other potential US adver-
saries would not receive more thorough and intense scrutiny 
than acquisitions by fi rms from close allies. Th is more-intense 
scrutiny will be particularly true for SOEs from China, Russia, 
and other potential adversaries.

Moreover, in terms of the day-to-day workings of CFIUS, 
while the staff  and political-appointed leadership from 
Treasury, US Trade Representative, and some other agencies 
can be expected to be generally pro-FDI, the staff  and political-
appointed leadership from the Department of Defense, DHS, 
and Department of Justice/FBI can be expected to be worst-
case-scenario experts toward foreign acquisitions. Staff  members 
from these latter agencies are trained, selected, evaluated, and 
motivated to provide investigations of diff erential intensity. 

5. Remarks by Assistant Secretary Marisa Lago on “America’s Continued 
Commitment to Open Investment,” Beijing, China, November 14, 2011, 
www.treasury.gov (accessed on August 12, 2015).
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Finally, FINSA requires the nonvoting intelligence agencies 
to complete a “capability” and “intent” assessment of transac-
tions, and the “intent” assessment draws on National Security 
Agency (NSA) and Central Intelligence Agency (CIA) capa-
bilities that are specifi cally targeted at potential adversaries like 
Russia and China. Th is fact will be important in preventing 
public revelation of what suspicions might dominate CFIUS 
assessments, which is treated next. 

 With regard to transparency, CFIUS is required by law to 
keep its assessments confi dential for business and commercial 
reasons. Th is legal mandate is reinforced by the determination of 
the US intelligence agencies to keep their assessments secret so as 
not to reveal “sources and methods” used in their investigations.

To what extent might the path-breaking Ralls case change 
the transparency of CFIUS assessments?

In March 2012, without reporting the transaction to 
CFIUS, Ralls Corporation, a Chinese-owned fi rm, acquired 
several wind farm projects whose towers overlooked restricted 
Naval Weapons Systems Training Facility airspace, where the 
newest generations of drones (unmanned aerial vehicles) are 
tested. In June, CFIUS contacted Ralls and requested that the 
fi rm fi le a voluntary notifi cation to have its investment retroac-
tively reviewed. After giving the acquisition a preliminary exami-
nation, CFIUS asked that Ralls stop operations until a complete 
investigation could be completed. Based on that investigation, 
including confi dential US Navy inputs, CFIUS recommended 
that President Obama block the investment by ordering a divest-
ment of the transaction as well as removal of equipment already 
installed, which he did through an executive order on September 
28, 2012. Th is was only the second such formal US prevention 
of a foreign acquisition. 

In response, Ralls fi led a suit in the US District Court for 
the District of Columbia arguing that the company was treated 
unfairly under the Due Process Clause of the Fifth Amendment 
to the US Constitution because the CFIUS review process did 
not off er the company an opportunity to review, respond to, 
and rebut any evidence used to make a presidential determina-
tion. CFIUS has never off ered the parties a chance to review, 
respond, and rebut allegations made against them. Th e district 
court ruled that it lacked jurisdiction on this motion but indi-
cated that it would not prohibit Ralls’s due process claim from 
proceeding. On July 15, 2014 a three-judge panel of the US 
Court of Appeals for the District of Columbia ruled that the 
CFIUS decision violated Ralls’s due process rights and that 
CFIUS must therefore explain before the DC district court why 
it blocked the company’s wind farm construction and give the 
company a chance to rebut. But the court acknowledged that 
the government has a national security interest in withholding 
classifi ed information and is obliged to reveal only unclassifi ed 

information used to oppose the transaction. Th e appeals court 
remanded the case back to the DC district court, where the case 
sits today.

So, even if upheld, the Ralls ruling is likely to provide only 
limited comfort to companies that want to know what allega-
tions are being held against them and to have a fair opportunity 
to rebut such charges, to the extent some such allegations are 
based on confi dential or secret information.

In light of this preceding analysis, how might Chinese objec-
tives for more predictable and transparent treatment be met? 

How Might Potential Chinese Investors Gain Greater 

Predictability?

Despite the deliberately open-ended defi nition of national 
security threats in CFIUS regulatory instructions, the threats to 
national security that CFIUS has identifi ed over the past four 
decades can be separated into three distinct types, and the condi-
tions under which each threat becomes plausible can be distin-
guished from situations in which the harm envisioned is not 
credible (Moran 2009, Moran and Oldenski 2013). Th is threat-
assessment tool is drawn from investigation of the universe of 
CFIUS cases; it does not represent specifi c legal guidance to 
CFIUS.

Th e fi rst threat springs from the ability of the foreign 
acquisitor, acting independently or under instructions from 
the home government, to delay, deny, or place conditions upon 
provision of output from the newly acquired producer. To assess 
the plausibility of this threat of manipulation of access requires 
a two-step analytic process. Th e fi rst step is a calculation of how 
“crucial” or “critical” the process or product is—crucial or critical 
is defi ned as the cost of delay or doing without. Th e second step 
is a calculation of how concentrated the international industry is, 
how abundant are near-substitutes to the process or product of 
the company that is being acquired, and how high are switching 
costs. If the goods and services of the company being acquired 
are widely available and switching costs are low, there is no plau-
sible threat to US national security.

Th e second threat derives from a possible leakage of sensi-
tive technology to a foreign company or government that might 
deploy or sell such technology so as to harm US national inter-
ests. To assess the plausibility of Th reat II is once again a two-
step process. Step one is to calculate the damage that could be 
done if the technology were deployed against US interests. Step 
two is to calculate how readily available such technology is in 
international markets to see if it made sense to refuse the transfer 
to foreign hands. If alternative sources of the technology held by 
the acquired fi rm are widespread, national security will not be 
served by blocking the transaction.
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Th e third threat derives from the potential that acquisition 
of a US company might allow a foreign company or its govern-
ment to penetrate the US company’s systems so as to watch over, 
monitor, or place time-bombs within those systems. If alterna-
tive suppliers of the goods and services from the company to 
be acquired are readily available, any user who feared penetra-
tion could simply switch to another provider. As discussed later, 
however, fi guring out how to cope with this threat in a world 
of globalized supply chains—especially in the information tech-
nology (IT) sector—creates diffi  cult quandaries for CFIUS.

Would-be Chinese investors can use the decision tree shown 
in fi gure 2—which is derived from the three-threat assessment 
of the entire corpus of previous CFIUS cases—to predict how 
CFIUS is likely to assess their specifi c proposed acquisition. Th e 
use of this decision tree should reassure Chinese investors—like 
all foreign investors—that the vast majority of cases will pose no 
credible national security threat whatsoever. 

Only if the US fi rm to be acquired controls access to a 
critical good or service that does not have substitutes in the inter-
national market, or if the US fi rm to be acquired gives over a 
sensitive semi-unique technology that could be deployed at great 
cost against US interests, or if the target US fi rm could be used 
for penetration or surveillance in ways damaging to the United 
States without the ability of US users to switch to other more 
secure alternatives will a credible threat to US national security 
exist. 

Investments by SOEs or other fi rms where there is evidence 
of foreign government control will undergo a mandatory second 
45-day investigation, after the initial 30-day scrutiny (27 percent 
of Chinese acquisitions involved SOEs during 2000–15),6 but 
acquisitions by SOEs will not be blocked unless they pose one of 
the three threats above.

Th e use of this decision tree is the closest would-be foreign 
investors—from any country—can come to predicting the treat-
ment they will receive from CFIUS when they choose to invest 
via acquisition. 

6. Rhodium Group, China Investment Monitor, http://rhg.com/interactive/
china-investment-monitor.

How Might Potential Chinese Investors Gain Greater 

Transparency?

In those sensitive cases where an acquisition might pose a 
plausible national security threat, how can potential Chinese 
investors gain greater transparency about CFIUS allegations or 
suspicions, especially if those acquisitions are based on confi -
dential or secret information? 

Here is where the ongoing confi dentiality of CFIUS 
assessments and secrecy of intelligence agency appraisals always 
pose problems. First-time Chinese SOEs and private Chinese 
fi rms that are wary of Washington can follow the path that 
more experienced Chinese investors—as well as Arab, Russian, 
Israeli, and French investors—have become accustomed to 
taking to move forward on acquisitions when they do not 
know exactly what is holding up C FIUS approval. Th ey seek 
expert counsel.

Th e lawyers from the top dozen or so law fi rms that 
deal with CFIUS cases—many of whom are former CFIUS 
staff  members—are accustomed to playing a form of twenty-
questions with current CFIUS offi  cials. In the face of CFIUS 
objections and requests for more information, they ask: Might 
the divestiture of this division be helpful in moving this CFIUS 
decision forward? Might the establishment of an all-American 
board to supervise these particular operations speed up the 
CFIUS deliberations? Might a commitment to keep data on 
American soil subject to subpoena by a US court satisfy CFIUS 
concerns? And so on.

At the end of the day, these techniques employed by expe-
rienced practitioners on behalf of the acquiring fi rm are the 
closest that investors from China, Russia, Arab countries, or 
other states with controversial geopolitical objectives come to 
achieving a degree of transparency when they propose to invest 
in the United States via acquisition.

Some cases—such as acquisition of high-tower facilities 
overlooking restricted US military sites by Chinese or Russian 
companies, or by Lebanese or Cypriot fi rms (which not infre-
quently are front companies for problematic owners), or by 
companies of a handful of other national origins—might 
simply not be mitigable. 

Special Concerns about Foreign Acquisitions in the IT 

Sector in an Era of Globalized Supply Chains

Th reat III assessments—involving penetration, surveillance, even 
placing time-bombs in the goods and services of the acquired 
fi rm—pose a conundrum for CFIUS in the contemporary era of 
globalized IT supply chains. 

[ The three threats]  decision tree should 

reassure C hinese investors.. .that the vast 

majority of  c ases will  pose no credible 

national  sec urity threat whatsoever. 

http://rhg.com/interactive/china-investment-monitor
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All the basic building blocks of IT systems—including 
servers, routers, data storage and retrieval mechanisms, fl ash 
drives, and microchips—have hardware and software compo-
nents that derive from production sites in China, Taiwan, 
Russia, Israel, Eastern Europe, Malaysia, the Philippines, and 
Mexico, all of which are susceptible to surreptitious engineering 
inputs. 

To be sure, software inputs from Manila and Guadalajara 
might seem more secure than from Beijing and Moscow, but to 
worse-case skeptics on the CFIUS team mere geography alone 
may not provide adequate comfort. 

It is an illusion to think that Th reat III penetrations can be 
eliminated by singling out and discriminating against providers 
on the basis of the parent company’s national origin, such as 
rejecting Chinese-owned providers while allowing purchases 

of hardware and software from US or, say, French (Lucent-
Alcatel) or Swedish fi rms (Ericsson) whose assembly facilities 
are adjacent to the Chinese-owned plants in Shenzhen (Moran 
2013). 

CFIUS showed the simplistic approach to protecting 
national security when Bain Capital proposed in late 2007 to 
acquire 3-Com, with a 16.5 percent minority shareholding by 
Huawei. As always, CFIUS appraisals are not made public but it 
was widely assumed that the participation of a Chinese company 
in the acquisition might open potential Th reat III penetrations 
by the Chinese. Amidst great controversy—but without a formal 
CFIUS ruling—Bain withdrew its off er to acquire 3-Com in 
March 2008.

More recently, CFIUS had to face the conundrum of 
globalized supply chains head on when the Chinese fi rm 

Figure 2     Decision tree to assess national security rationale for blocking foreign acquisition

Criticality test

Threat I How much would the costs be if the acquired firm’s goods or services were denied or conditions placed upon their supply?
Threat II  How much national security–related advantage would be gained by the foreign purchaser and its government if the foreigner gained  

control of the target firm?
Threat III How extensive would the damage be from surveillance or disruption through foreign ownership of a given network?

Plausible threat test

Are there widely available 
substitutes for goods 
and services of target 
acquired firm in global 
markets, competitive 
suppliers in global markets, 
low switching costs?

High plausibility

Allow foreign acquisition

Source: Moran and Oldenski (2013).

High criticality

Low criticality

Low plausibility

Block foreign acquisition

Only if it leaves the 
nationally owned target of 
acquisition internationally 
competitive or capable 
of being internationally 
competitive

Allow foreign acquisition

If this is the only way  
for the nationally owned  
target of acquisition  
to become or remain  
internationally  
competitive

No

Yes
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Lenovo proposed to acquire IBM’s X86 server business in 2014. 
Th e IBM low-end X86 server had been widely used by busi-
nesses, government agencies (including defense and intelligence 
agencies), and principal IT trunk carriers like ATT and Verizon. 
Th e Th reat III concern again was that these commonplace X86 
servers might become a vehicle for some kind of penetration 
by Chinese agencies. But most X86s were already produced in 
China, by Hewlett-Packard and Dell, for example, as well as by 
IBM, using thousands of Chinese engineers and tens of thou-
sands of Chinese inputs. Since CFIUS approved this acquisi-
tion, it must have concluded (recalling, again, that how CFIUS 
makes its determinations is not released to the parties or to the 
public) that the marginal increase in threat from Lenovo owner-
ship was insignifi cant.

How might it be possible to deal realistically with ensuring 
supply chain integrity when hardware and software, plus patches 
and upgrades, come from thousands of sources around the 
world? 

One method would be to establish government-run cyber-
security evaluation centers around the world to which IT compa-
nies entrust their source code. Experts at these centers could vet 
goods and services on off er from IT companies through large 
random samples, which receive an embedded time/date stamp 
upon inspection that a subsequent user can verify to ensure that 
no changes were made to the code after it left the evaluation 
center. 

Th e UK National Security Adviser has recommended and 
implemented this model to deal with Huawei products sold in 
the United Kingdom (Cabinet Offi  ce and National Security 
and Intelligence 2015). Th e chairman of the board of the Cyber 
Security Evaluation Center at Banbury is the director general for 
cybersecurity at GCHQ, the British equivalent of the US NSA. 
Similar cybersecurity centers in North America, Europe, and 
Asia—and indeed in China and Russia—set up to examine IT 
inputs from all sources on a random basis would not be able to 
monitor every single IT product sold anywhere, but these evalu-
ation stations could go a long way toward providing reassurance 
about global supply chain integrity.

CO N C LU S I O N

Th e analysis in this Policy Brief supports the assessment that 
large new amounts of Chinese FDI will surely fl ow into the 
United States. Within these rising fl ows, Chinese acquisitions 
that might pose genuine national security threats can be care-
fully separated from those that do not. Such rigorous assessment 
will show that very few inward acquisitions will pose any threat 
whatsoever. Th e overwhelming bulk of Chinese investments 
should be welcomed without hesitation. Th ey will benefi t US 
workers, fi rms, communities, and consumers. 
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