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When do foreign acquisitions of indigenous 
companies pose a genuine national security 
threat? 
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Threat I: Denial or Manipulation 
 of Access 
. 
 
The first category of threat  is that the proposed 
acquisition would make the US dependent upon 
a foreign-controlled supplier of goods or 
services crucial to the functioning of the US 
economy who might delay, deny, or place 
conditions upon provision of those goods or 
services. 
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Threat II: Leakage of Sensitive 
Technology or Know-How 
  
The second category of threat  is that the 
proposed acquisition would allow transfer of 
technology or other expertise to a foreign-
controlled entity that might be deployed by the 
entity or its government in a manner harmful to 
US national interests. 
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Threat III: Infiltration, 
Espionage, and Disruption 
.  
 
The third category of threat is that the proposed 
acquisition would allow insertion of some 
potential capability for infiltration, surveillance, 
or sabotage into the provision of goods or 
services crucial to the functioning of the US 
economy. 
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Threat I: Denial or 
Manipulation of Access 
 
 
Would the acquisition of Oregon Steel 
in 2006 by the Russian company Evraz, 
owned by Roman Abramovich, a 
Russian billionaire who enjoys intimate 
relations with the Kremlin pose a 
national security threat to the United 
States? 
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IMPORTANCE OF STEEL 

 
Steel is a major component of more than 4000 
kinds of military equipment.  Uninterrupted 
access to steel is likewise crucial for the every-
day functioning of the US civilian economy.  
Steel is critical! 
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Crucial or critical is defined as the cost of doing 
without, or switching to an alternative. 
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For there to be a credible likelihood that a good 
or service can be withheld at great cost to the 
economy, or that the suppliers (or their home 
governments) can place conditions upon the 
provision of the good or service, the industry 
must be tightly concentrated, the number of 
close substitutes limited, and the switching costs 
high 
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Threat II: Leakage of Sensitive 
Technology or Know-How 
  
 
Lenovo’s Acquisition of IBM’s PC Business 
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Could Lenovo’s proposal to acquire IBM’s PC 
business pose a credible national security threat 
to the United States? 
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Looking at Threat I (denial) and Threat II 
(leakage of sensitive technology), competition 
among personal computer producers, for 
example, is sufficiently intense that basic 
production technology is considered 
“commoditized”.  More than a dozen producers 
compete for fifty percent of the PC market. 
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Threat III: Infiltration, 
Espionage, and Disruption 
  
The Dubai Ports case introduced concern that a 
foreign acquisition might provide a setting in 
which the new owner was less than vigilant, or 
might be complicit in facilitating surveillance or 
sabotage. 
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Besides rejection of a proposed acquisition, 
national authorities (like CFIUS in the US) may 
deal with Threat III via remediation of the kind 
utilized for foreign takeovers where classified 
technologies and materials are involved, such as 
a requirement to set up separate 
compartmentalized divisions where home 
country citizenship and special security vetting 
are required.   
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As part of the process that led to the first CFIUS approval, the 
Department of Homeland Security negotiated a “letter of 
assurances” with DP World, for example, stipulating that Dubai 
Ports would operate all US facilities with US management, would 
designate a corporate officer with DP World to serve as point of 
contract with DHS on all security matters, would provide 
requested information to DHS whenever requested, and would 
assist other US law enforcement agencies on any matters related 
to port security, including disclosing information as US agencies 
requested. 
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Three Threats Framework  
 
This Three Threats framework provides a 
rigorous way to separate credible from 
implausible national security threats – indeed a 
rigorous framework that in the next panel I shall 
argue can be generalized for common adoption 
throughout OECD, indeed throughout the world.  
Empirically, very few proposed acquisitions will 
prove genuinely threatening. 
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For Threats I and II, the threat is credible only 
if the industry is tightly concentrated, 
alternatives are few, and switching costs are 
high.   
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Threat III – the potential for intrusion, 
surveillance, or sabotage – is a bit more 
tricky, as I shall discuss under the rubric of 
cybersecurity and globalized supply chains. 
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The takeaway for this panel is that 
inward FDI offers extraordinary 
benefits to the host economy, and 
there are very few – rigorously 
identified -- instances that might pose 
a genuine national security threat. 
 

Conclusion 
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