
The Anti–Money Laundering Regime

45

The global regime to control money laundering involves three dimensions:
national and international building blocks, a firm legal and enforcement
foundation, and close interaction between the public and private sectors in
order to lower compliance costs and raise the probability of achieving its
objectives. In principle, the global regime should have an agreed-upon
international legal foundation with which national regimes are consistent
in terms of laws and standards. The goal should be uniform enforcement
and seamless cooperation across national jurisdictions. Cooperation and
consultation with the private sector are important because they will con-
tribute to lower costs, create a level playing field, and promote an accepted
global public good from which the marginal benefit to each participant
exceeds the cost, and where the incentive and scope for free riding are
small.

In practice, this idealization of the global anti–money laundering (AML)
regime is unattainable. The establishment of a robust AML regime is a chal-
lenge because of differences in institutions, perspectives, and priorities
among countries as well as within them. As a result, compromises driven
by the need to balance competing objectives are made at all levels in all
jurisdictions.

This chapter summarizes the AML regime as it has evolved over some 
30 years, and particularly since the mid-1980s.1 It has two basic pillars, pre-
vention and enforcement. The chapter summarizes the AML regime as it
has evolved in the United States and includes a review of the National

4

1. See the glossary for thumbnail descriptions of many of the terms and institutions men-
tioned in this chapter.



Money Laundering Strategies of 1999–2003 in order to illustrate the structure
and goals of the US AML regime. That regime is then briefly compared and
contrasted with those in other countries in the context of multilateral efforts
to establish a uniform, global AML regime. The chapter concludes with a
short section on the costs of anti–money laundering efforts, which includes
an estimate that a reasonable upper bound of the gross financial cost is
$25 per capita.

Three principal conclusions come out of the review of the AML regime.
First, the prevention pillar of the US regime has expanded to include a
growing number of institutions and activities, while the enforcement pil-
lar covers a growing number of crimes. Second, the past 15 to 20 years have
seen the parallel development of a global AML regime alongside the US
one, in part as a response to US pressure and leadership but also in response
to the political and technological influences of globalization. Just as these
forces have contributed to economic progress, they have provided oppor-
tunities for economic and financial mischief and have enhanced the scope
for cross-border criminal activity.2 Third, the national and global AML
regimes as they exist today are imperfect because their construction has
involved trade-offs between the actual and perceived benefits and costs of
expanding them, between the cooptation of the private sector and privacy
and human rights concerns, between national and international priorities,
and between national and subnational priorities and structures.

Prevention and Enforcement

The prevention pillar of the AML regime is designed to deter criminals from
using private individuals and institutions to launder the proceeds of their
crimes. Enforcement is designed to punish criminals when, despite pre-
vention efforts, they have facilitated the successful laundering of those
proceeds.

The prevention pillar has four key elements: customer due diligence
(CDD), reporting, regulation and supervision, and sanctions (figure 4.1,
from bottom to top). CDD is intended to limit criminal access to the finan-
cial system and to other means of placing the proceeds of crime. Reporting
requirements alert authorities to activities that may involve attempts to
launder those proceeds. Regulations implement anti–money laundering
laws and often specify detailed CDD and reporting requirements, while
supervision ensures compliance with laws and regulations by financial
institutions and nonfinancial businesses and activities. Finally, sanctions
punish individuals and institutions that fail to implement the prevention
regime, in particular with respect to CDD and reporting requirements.
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on the global AML regime.



The enforcement pillar also has four key elements: a list of underlying
offenses or predicate crimes, investigation, prosecution and punishment,
and confiscation (figure 4.1). The list of predicate crimes establishes the legal
basis for criminalizing money laundering. Various detection and investiga-
tive techniques are used to identify specific instances of money laundering
and link each to predicate crimes. If justified by the investigation, the money
launderer is prosecuted. If convicted, the money launderer is not only fined
or sentenced to serve time, but the criminal proceeds that he was attempt-
ing to launder may also be confiscated or forfeited after having been initially
blocked or seized.

Consider how this framework interacts with a hypothetical bread-and-
butter money-laundering operation. A drug dealer, having collected $25,000
from the sale of illegal drugs, takes the money to a bank and seeks to open
an account in order to deposit the money (placement) before wiring it to a
bank in Colombia (layering), with the ultimate intention of bringing the
funds back to the United States to invest in a legitimate business (integra-
tion). An effective AML regime requires the bank to conduct CDD before
opening this account through a process sometimes referred to as “know-
ing your customer.” What is the true name of the customer? Where does
he live? What is his line of business? Can the bank be reasonably confident
that the money that the customer wants to deposit is not derived from
criminal activity?
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Figure 4.1 Pillars of the anti–money laundering regime



Assume that the customer succeeds in passing these tests and is allowed
to open an account. The bank is still required to submit a report to the
authorities about the large cash deposit. An employee of the bank may also
be suspicious of the fact that the customer is wiring a large amount of
money to a bank in Colombia, and may decide that it is appropriate to sub-
mit a suspicious activity report (SAR) to the authorities.

If the bank fails to conduct CDD or to submit one or more reports about
the cash deposit and the wiring of the funds to Colombia, contrary to reg-
ulations promulgated by the Federal Reserve and other banking super-
visors, this failure may be uncovered during a supervisory examination
or subsequent criminal investigation. As a consequence, the bank may be
fined or otherwise sanctioned or penalized for not complying with the
regulations.

Turning to the enforcement pillar of the AML regime, laundering (or the
attempted laundering) of the proceeds from drug dealing can be pros-
ecuted under US anti–money laundering law because drug dealing is a
predicate crime or underlying offense for such a prosecution. The report
of the bank about the large cash deposit or the suspicious transfer of the
funds once they were deposited may lead to the detection of the drug
dealing. Alternatively, law enforcement authorities may have had the
depositor under observation as a suspected drug dealer and might use the
bank reports as part of their investigation and prosecution of the under-
lying crime. Moreover, if it turns out that the bank deliberately assisted
the criminal in laundering proceeds, or that a bank officer facilitated the
laundering unbeknownst to and in violation of the bank’s internal con-
trols, then the bank or the officer could also be prosecuted for money laun-
dering. Finally, it is possible that the funds never made it to Colombia,
were seized, and subsequently confiscated as a result of a forfeiture pro-
ceeding.

In practice, the anti–money laundering regime rarely operates as in the
simplified hypothetical example. The proceeds of the drug sales may be
deposited in many separate branches of the bank, into the existing account
of a legitimate business, or in amounts of less than $10,000 in order to avoid
detection. They may take the form of a check rather than cash because they
are the proceeds of a crime other than drug dealing, such as embezzlement.
The depositor may be a lawyer acting on behalf of a shell corporation set
up for a cigarette smuggler.

The examples of predicate crimes and methods of money laundering
presented in chapter 3 suggest that the number of permutations and com-
binations of crimes and methods is very large. As a consequence, the pre-
vention and enforcement pillars of the AML regime have been extended
from banks to other types of financial and nonfinancial businesses and to
individuals such as lawyers and accountants (known as “gatekeepers”)
who facilitate access to those institutions and businesses. However, the
basic features of the AML regime remain the same. Prevention combines
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customer due diligence and reporting that is required by regulations under
anti–money laundering laws. Supervision is employed and potential sanc-
tions are available to ensure that the prevention pillar is firmly in place.
Meanwhile, as criminals gather the proceeds of their predicate crimes, the
investigation, prosecution and punishment, and confiscation elements of
the enforcement pillar are employed to combat the underlying crime as
well as to tighten the screws on the money-laundering process.

Current US Anti–Money Laundering Regime

The US anti–money laundering regime is central to the global regime be-
cause the central role of the US economy and financial system in the
world today frequently results in the United States being the ultimate
destination, or at least the conduit, for proceeds from crimes that may
have been committed outside the country. Thus, the US AML regime is
often, although not always, a model for other national regimes. The first
column of table 4.1 chronologically lists the major developments in the
US AML regime since 1970. Thumbnail descriptions of the major entries
are in the glossary.

In many respects, the US prevention pillar is more elaborate and has
evolved more than the enforcement pillar. Although the list of US predi-
cate crimes that can give rise to money-laundering investigations and
prosecutions has expanded substantially. In practice, there may be some
tension between the two pillars, as when, for example, financial super-
visory authorities are uncomfortable with the techniques of criminal inves-
tigative authorities.

Prevention

Table 4.2 summarizes the prevention pillar of the current US AML regime,
including changes that have resulted since enactment in October 2001 of
the USA PATRIOT Act and its subsequent implementation. The elements
of the prevention pillar are listed across the top of the table, and three broad
categories of economic actors (along with some subcategories) are listed
down the side. The cells in the table indicate whether or to what extent the
elements of the prevention pillar are applied to the various subcategories
of economic activities.

Core Financial Institutions

The most stringent requirements apply to core financial institutions such as
banks, securities firms, insurance companies, and various combinations of
those institutions. All are required to have comprehensive AML compliance
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programs and are traditionally subject to federal as well as state regulation
and supervision.3

With respect to customer due diligence, these institutions must comply
with extensive requirements in setting up new accounts and conducting
transactions.4 The assessment requirements are risk-based in the sense that
the amount of information required depends on the institution’s size, loca-
tion, and customer base; the customer’s size, location, and type of business;
and the services offered to the customer. If the institution is unable to reach
a satisfactory finding in the course of its due diligence, it is generally ex-
pected to decline to open the account or complete the transaction. The insti-
tution is required as well to retain records of its customer due diligence
activities.

Turning to reporting requirements, institutions are required to submit
suspicious activity reports (SARs) to the US Treasury Department’s Fi-
nancial Crimes Enforcement Network (FinCEN), cash transaction reports
(CTRs) to the Internal Revenue Service (IRS), and Reports of International
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Table 4.2 Prevention pillar of the US anti–money laundering regime
Customer Reporting 

due diligence requirements Supervision Sanction

Financial institutions
Core financial institutionsa Yes Yes Yes Yes
Other types of financial 

institutionsb Yes Yes Some Limited

Nonfinancial businesses
Casinos Yes Yes Some Yes
Dealers in precious metals

and stones Yes Yes No Yes
Real estate agents No No No No
Otherc No Some No No

Professions
Lawyers and accountants Limited Limited Very limited Very limited
Trust and company 

services providers Limited Limited Very limited Very limited

a. Depository institutions, securities firms, insurance companies, and combinations of them.

b. For example, mutual funds commodity trading advisers, and investment advisers.

c. For example, travel agencies, and vehicle sellers.

3. Stand-alone US insurance companies are primarily supervised at the state level but are cov-
ered by federal AML laws and subject to federal AML regulations.

4. Current US AML regulations describe the CDD process for various institutions as a cus-
tomer identification program (CIP). The information required for new customers includes
name, address, date of birth, and taxpayer identification number (or passport number for a
foreign customer). The information required for transactions includes the identity of those
participating, addresses, legal capacity, and beneficial owner of the funds involved.



Transportation of Currency or Other Monetary Instruments (CMIRs) to
the Customs Service.5 Some types of activity may have a threshold below
which it is not necessary to submit reports, such as suspicious transac-
tions aggregating less than $5,000.6 The normal threshold for CTRs and
CMIRs is $10,000 and covers withdrawals as well as deposits.

One criticism of the US AML regime heard both in the United States and
abroad is that these reporting requirements generate so much data as to
cause an information overload, making it difficult for the recipient agen-
cies to use the information efficiently in law enforcement and related inves-
tigatory activities.7 Those who report the data contribute to the problem
because their own procedures may be biased toward submitting unneces-
sary reports. No entity is penalized for excessive filing, and doing so can
even provide implicit or explicit protection from criticism. The US AML
regime and core financial institutions have also been criticized for apply-
ing more stringent CDD and reporting requirements to foreign than to
domestic customers and transactions.

Core financial institutions such as banks are subject to substantial super-
vision that normally includes annual on-site examinations to ensure their
compliance with a wide array of laws and regulations. A significant por-
tion of the examination covers compliance with anti–money laundering
and Bank Secrecy Act regulations, including reviewing other internal or
external audits and testing institutions’ procedures and processes.

If an institution is found to have fallen short of what is required or to be
sloppy in implementing AML regulations, rules, and guidance procedures,
it can be subject to informal or formal administrative actions by the regula-
tor and, potentially, civil and criminal penalties. Experienced federal officials
note that these examinations primarily serve to reinforce the prevention pil-
lar of the overall AML regime, and rarely turn up direct evidence of actual
money laundering.

The four elements of the prevention pillar of the US AML regime are
applied comprehensively to US core financial institutions. It is not a zero-
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5. US banks have been operating under a de facto order to report suspicious transactions
since being required to do so by supervisors starting in the mid-1980s. The de jure re-
quirement came into force in 1992 with the passage of the Annunzio-Wylie Money Launder-
ing Act.

6. Agencies may also lower this limit in certain circumstances. For example, as a result of
growing suspicions about check-cashing agencies in New York City, the limit was lowered to
$1,000 for a period of time.

7. In mid-2004, the American Bankers Association (Byrne 2004) acknowledged that prog-
ress had been made in reducing the amount of data generated, but recommended that the
threshold for banks to file CTRs for corporations and businesses be raised from $10,000 to
$25,000.



tolerance regime, though, because, beyond the application of specified
minimum elements, institutions are permitted and encouraged to employ
risk-based procedures, depending on the nature of the institution and its
business as well as the characteristics of its customers. Along with the use
of proxy devices such as thresholds on reporting, a risk-based approach
has the potential to let some prohibited customers and transactions slip
through undetected.

Non-Core Financial Institutions

A broad range of other types of US financial institutions has been progres-
sively incorporated into the US AML regime both prior to and as a result
of the passage of the USA PATRIOT Act in October 2001. In effect, Con-
gress delegated to the US Treasury many of the delicate decisions on
where, as well as how, to draw the lines, reserving to itself the capacity to
criticize Treasury decisions at a later date.8 A major subcategory is money
service businesses, which are now required to register with FinCEN if they
offer such services as money orders, traveler’s checks, money transmission,
check cashing, or currency dealing or exchange. However, the catch-all cat-
egory of other financial institutions also includes entities that may be
engaged broadly in money management activities.9 These US financial
institutions are subject to CDD and reporting requirements that are essen-
tially the same as those applied to core financial institutions.

A principal difference in the prevention pillar of the US AML regime as
it applies to these institutions is that while they are subject to federal reg-
ulation, they are not subject to as systematic or comprehensive super-
vision as are the core financial institutions. For example, money service
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8. The USA PATRIOT Act mandated the extension of CDD and associated reporting require-
ments to certain businesses, such as those engaged in fund transfers as well as all securities
dealers and investment companies. It also authorized, but did not require, extension of the
regime to persons engaged in real estate closings and settlements, futures commission mer-
chants, commodity trading advisers, and trust companies. FinCEN has more discretion on
whether and to what extent to subject this second group of businesses to the AML regime. To
date, final rules have been issued for broker-dealers (securities firms), money service busi-
nesses, credit card operators, mutual funds, and futures commission merchants (FinCEN
2003a). Extension of the US AML regime also is being considered for life insurance compa-
nies, dealers in precious metals, stones, and jewels, commodity trading advisers, unregistered
investment companies (hedge funds), investment advisers, travel agencies, sellers of vehicles,
and real estate agents. An advance notice of proposed rule making has been issued for per-
sons involved in real estate closings and settlements.

9. FATF’s revised Forty Recommendations (2003c) for combating money laundering and ter-
rorist financing finesses this problem by defining a financial institution as any person or entity
that conducts business activities or operations in one or more of a list of 13 categories of activ-
ities, some with multiple subparts.



businesses providing any of the five services listed above are required to
register at the federal level, while many businesses providing other types
of financial services are not required to do so. Those other institutions, in
fact, may be required to register at the state or local level, but they may
not be formally licensed. Licensing normally requires some scrutiny of the
background and other qualifications of the owners and managers. Even
when the institutions are licensed, they generally are not subject to regu-
lar supervision or inspections. In principle, they can be sanctioned either
criminally or civilly for not complying with the requirements of AML reg-
ulations, but in practice, the sanctions element of the prevention pillar as
it applies to these financial institutions is more limited and may only come
to light if suspected offenders are already under surveillance, or in the
aftermath of an investigation. As a result, in constructing the AML re-
gime, historical and institutional differences such as divisions of respon-
sibility between the federal government and the states have to be taken
into consideration.

Nonfinancial Businesses

The prevention pillar of the US AML regime is even less rigorous for non-
financial businesses such as casinos, dealers in precious metals and stones,
and real estate agents than it is for non-core financial institutions. With
respect to customer due diligence, casinos are subject to “reasonable proce-
dures” such as identity checks, record keeping, and determining whether
customers are on lists of known or suspected terrorists. Casinos and card
clubs with more than $1 million in gaming revenues are subject to SAR and
CTR reporting requirements, with special thresholds. In principle, they are
subject to federal regulation and some degree of state regulation and super-
vision, but the scope for effective and graduated sanctions is even more lim-
ited than for non-core financial institutions.10

Dealers in precious metals and stones as well as pawnbrokers are sub-
ject to general CDD and reporting requirements, but again, supervision of
their compliance and any practical use of sanctions for enforcement are
limited because businesses are licensed in state or local jurisdictions. Aside
from withdrawing licenses as the result of criminal or civil proceedings
against the business, the authorities have little leverage to supervise the
CDD or reporting requirements or to sanction noncompliance.

Real estate agents provide a useful illustration of some of the issues
involved in expanding the AML regime. The USA PATRIOT Act provided
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10. Further complicating the process of applying the AML regime to nonfinancial businesses
is the fact that they would prefer, if they are to be covered at all, that there be clear distinc-
tions between what is required and permitted and what is not. Core financial institutions have
similar preferences, but they are more experienced in living with regulatory ambiguities.



for potential inclusion in the US AML regime of “persons involved in real
estate closings and settlements,” which would include most agents. They
were already subject to CDD with respect to name checks in the course of
doing business—the issue was whether they should be subject to general
CDD and reporting requirements under the AML regime. On April 29 and
November 6, 2002, FinCEN temporarily exempted real estate agents from
the regime, and on April 10, 2003, FinCEN called for assistance in deter-
mining and designing any necessary regulations. The resulting regime as
applied to real estate agents and other participants in closings and settle-
ments is likely to be less rigorous and comprehensive—and perhaps
appropriately so—than that applied to casinos.

Publicly available responses that FinCEN had received as of June 9, 2003,
to its request for assistance addressed four main points:

� Participants in real estate transactions are already covered because
they are required to file CTRs, which can be designated SARs by the
filer, and because they can be prosecuted for knowingly assisting or
participating in money laundering committed by a client.

� There is little evidence of money laundering in this area of economic
activity.

� The costs to those involved in the real estate industry (many are small
businesses) imposed by requirements to establish full-fledged anti–
money laundering programs would be high.

� Financial institutions are involved in most real estate transactions and
should be responsible for AML aspects of those transactions.

The American Bar Association (ABA Task Force on Gatekeeper Reg-
ulation and the Profession 2003b, 5) made an additional point on the pos-
sibility of regulation in the area of real estate: “Not unlike the constitutional
protection against compelled self-incrimination, the [legal] ethics rules
[preserving the independence of the bar from government enforcement
agencies] reflect an informed and time-tested decision to protect overarching
principles critical to our system of justice, even if it means that government
enforcement agencies must use their own devices (and not independent
lawyers assisting private citizens) to advance certain investigative objec-
tives (in this case, in the area of money laundering).”

The ABA’s point illustrates an underlying feature of the AML regime,
especially as its coverage expands. The public has an interest to deal with
an identified problem. In response, the government in effect co-opts the
private sector to perform or assist at the financial and even ethical expense
of the private sector.

When FinCEN issues final AML regulations for CDD and reporting cov-
ering real estate—assuming that even happens—the scope to supervise
compliance with regulations currently on the books will be very limited. In
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principle, FinCEN has such authority. It was one of the first national finan-
cial intelligence units in the world, and its role has subsequently been sub-
stantially expanded through such legislation as the USA PATRIOT Act to
become the residual federal-level regulator and supervisor of various enti-
ties and activities for which there is no existing federal supervisor, such as
trust companies. However, with a budget in fiscal year 2004 of $57 million
and a staff of only 277 and a wide range of responsibilities, the unit lacks
resources. Federal authority in this area is at most residual, because the
basic authority lies with state and local jurisdictions. Sanctions available at
the federal level to enforce uniform compliance are scarce.

Table 4.2 singles out three categories of nonfinancial businesses (casinos,
dealers in precious metals, and real estate brokers) because they are specif-
ically identified in the FATF’s 2003 revision of its Forty Recommendations
(FATF 2003c). Recommendation 20 also states: “Countries should consider
applying the FATF Recommendations to businesses and professions, other
than designated nonfinancial businesses and professions, that pose a money
laundering or terrorist financing risk.”

A reasonable question is what evidence is required to substantiate an
assertion that a particular type of economic activity poses a risk of money
laundering or the financing of terrorism. A description of a particular inci-
dent in a FATF typologies report would be insufficient evidence to con-
vince many observers.

Other nonfinancial businesses covered to some degree by the US AML
regime include travel agents as well as pawnbrokers, telegraph operators,
and businesses involved in vehicle, boat, auto, and airplane sales. The re-
gime does not currently cover other businesses sometimes involved in
high-value transactions, such as stamp dealers. The line has to be drawn at
some point, even if it is moved later.

Professions

FATF’s 2003 revision of its Forty Recommendations called for extending the
prevention pillar of the global AML regime to lawyers, notaries, other inde-
pendent legal professionals, accountants, and trust and company service
providers, insofar as they are engaged in specified activities.11 The recom-
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11. Recommendation 12d of FATF (2003c) calls for CDD by lawyers, notaries, other legal pro-
fessionals, and accountants when they assist clients with such activities as buying and selling
real estate, managing assets, managing accounts, organizing contributions to create, operate,
or manage companies, legal persons, or arrangements, and buying and selling business.
Recommendation 12f calls for trust and company service providers to use CDD when they act
as a formation agent for a legal person, a director of a company, a trustee, or a nominee share-
holder, or when they facilitate the process by providing, for example, a registered office or
address. Lawyers are subject to reporting requirements when engaging with or for their client
in financial transactions in these areas of activity, and countries also are “encouraged” to
extend reporting requirements to the remaining professional activities of accountants and
auditors (recommendation 16a).



mendations were an outgrowth of the so-called “Gatekeepers Initiative”
agreed to at the G-8 Moscow Ministerial Conference in October 1999. The
objective was to expand the scope of the prevention pillar by placing
responsibility on professionals involved in facilitating financial transac-
tions. However, there is a broad exemption where these professionals are
subject to “professional secrecy or legal professional privilege.” Trust and
company service providers are required to report suspicious transactions
for or on behalf of a client in the indicated areas (recommendation 15c).

The United States has no CDD or AML reporting requirements that
apply to these professionals at present beyond CTR requirements and the
penalties that professionals incur if they aid in money laundering. How-
ever, this type of sanction is part of the enforcement rather than the pre-
vention pillar of the AML regime. US officials have told us that they can get
the information they need from lawyers if they want it. On the other hand,
in their critique of the levelness of the international playing field on
anti–money laundering, Mark Pieth and Gemma Aiolfi (2003, 27) comment
that “it would rather stretch the general meaning of the words self-regula-
tion or ‘risk-based approach’” to subject attorneys, notaries, and unregu-
lated fiduciaries to this type of ad hoc regulation.

While supporting domestic and international AML efforts, US legal
groups have resisted the application of AML requirements to lawyers as
well as to trust and company service providers, which are often lawyers.
For example, although lawyers are required to submit a CTR, legal groups
argue that, on confidentiality grounds, they should decline to check the box
indicating that the transaction may be suspicious. An ABA resolution in
February 2002 urged “that the United States government seek to protect
and uphold the attorney/client relationship, including the attorney/client
privilege, in dealing with international money laundering” (ABA Task
Force on Gatekeeper Regulation and the Profession 2003a, 2). In another
resolution a year later the ABA stated that it “opposes any law or regula-
tion that, while taking action to combat money laundering or terrorist
financing, would compel lawyers to disclose confidential information to
government officials or otherwise compromise the lawyer-client relation-
ship or the independence of the bar” (ABA Task Force on Gatekeeper
Regulation and the Profession 2003a, 1).

US lawyers also argue that they have their codes of ethics, are subject to
disbarment by state or federal courts for misconduct, and are licensed by
the states. Further, as one argument goes, federal involvement in lawyers’
activities raises constitutional (states’ rights) issues. In submissions to the
FATF when it was considering revisions to its Forty Recommendations,
lawyers argued that they should be subject to the AML regime only when
acting as financial intermediaries. They noted similar views expressed by
groups of legal professionals around the world, and in a Joint Statement to
the FATF on April 3, 2003, they complained that research did not support
the inclusion of any recommendations pertaining to lawyers in the Forty
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Recommendations, and that consultation with them by FATF (on two sep-
arate occasions) had been inadequate (CCBE 2003).

As if reaching consensus on how to expand the AML regime to the legal
profession were not difficult enough, efforts to regulate accountants and
auditors in the United States and other countries further illustrate the dif-
ficulties in widening the AML net (box 4.1). Without specific CDD and
SAR reporting requirements, the prospects for effective coverage of law-
yers, accountants, or trust and company service providers within the pre-
vention pillar of the US AML regime are thus extremely limited at this
point. Moreover, the United States has no countrywide mechanism read-
ily available to conduct supervision of these professions, so sanctions at
present are left to the enforcement pillar, although recommendation 24b
of the FATF (2003c) envisages supervision and sanctions that could in-
volve self-regulatory as well as governmental organizations, as long as
they can ensure compliance. For the moment, however, compliance with
ethical standards offers no protection from prosecution for participation
in money laundering. So although these groups of professionals were
included in the new FATF Forty Recommendations with respect to CDD,
reporting, supervision, and ensuring compliance, it remains to be seen
whether and to what extent jurisdictions comply in the near term. More-
over, the recommendations themselves contain a large loophole exempt-
ing reporting on compliance when it conflicts with professional ethics
regarding secrecy.

On the other hand, it is to be noted that in the related area of corporate
governance, the American Bar Association in 2003 reluctantly adopted a
resolution that permitted, but did not compel, disclosure of “confidential
client information if the client is using the lawyer’s services to commit a
crime or fraud that would cause financial harm to others.” However, this
was a weak response to a crisis of confidence in the legal profession asso-
ciated with an outbreak of major corporate scandals.

The USA PATRIOT Act (Section 314) calls for increased cooperation
between financial institutions, regulatory authorities, and law enforcement
authorities in operating the prevention pillar of the US AML regime. Such
cooperation would recognize that information sharing improves information
content. Public-private cooperation has been a formal part of the US AML
regime since 1992, when the Annunzio-Wylie Money Laundering Act autho-
rized the US Treasury to create a Bank Secrecy Act Advisory Committee with
members of the government and representatives of the banking industry.12

The US banking industry has been critical of the framework that has
evolved under the USA PATRIOT Act, commenting through the American
Bankers Association to the US Treasury that its initial proposals amounted
to a one-way street in which the government placed additional demands
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12. The committee was not actually created until 1994.
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Box 4.1 Accountants, auditors, and anti–money laundering
regimes

The extent to which the global anti–money laundering regime ultimately will affect accoun-
tants and auditors is not yet clear, even in the United States. The nature of the duties car-
ried out by these professionals puts them near the top of government lists in terms of those
who can identify and report money-laundering activities. Not only are auditors and accoun-
tants regularly exposed to companies’ financial records, but they also have expertise in the
design, maintenance, and control of various internal operations.

In congressional testimony before the Committee on Banking and Financial Services,
then Deputy Treasury Secretary Stuart Eizenstat (2000) stated: “We are considering how
existing accounting standards on such subjects as illegal acts of clients . . . can incorpo-
rate money laundering safeguards.” Although the USA PATRIOT Act of 2001 authorized
the Treasury to extend existing anti–money laundering rules or enact new ones for audi-
tors and accountants, US regulations have not yet incorporated these professions into
the national AML regime.

Under the current US system, accountants and auditors generally play only a passive
role in the detection of money laundering and are not directly involved in identifying illegal
or suspicious transactions at any stage of their relationships with clients. While they must
be aware of the possibility of encountering money laundering or suspicious transactions,
they are not required to set up a program for their detection.

What responsibilities that accountants and auditors do have vary slightly according
to which profession is involved. Accountants in charge of keeping companies’ financial
records are not required by any applicable accounting standards to detect money laun-
dering.1 Their responsibility is limited to reporting illegal acts that have both direct and
material effect on clients’ financial statements.2 However, most of the time money laun-
dering has only an indirect effect on financial statements, as in the case of a contingent
liability such as fines in connection with crimes that have been committed. Furthermore,
even if accountants happen to encounter possible money-laundering activities, current
standards do not unequivocally require them to report actual or suspected transactions
to the authorities. Their only obligation is to report to the board of the corporation
involved.

Auditors have different requirements because they must certify the true representa-
tion of a company’s activities through its records. Auditors must directly notify the gov-
ernment of illicit or suspected transactions in the event that management does not take
satisfactory steps to address the matter. However, they are only required to report
transactions that may have a direct negative effect on financial statements. Once a sus-
picious money-laundering activity that modifies the true representation of a company’s
activity is identified, it is the auditors’ responsibility to assess the legitimacy of the trans-
action. If auditors find an illegal activity by a publicly traded company, they are required
to report it to the Securities and Exchange Commission either through the corporate
board or directly if the board is uncooperative. They must also provide an opinion on
the financial statement.3 Therefore, like accountants, auditors do not have to design
their audit procedures to identify and track illegal activities, since they are simply
required to be aware of the possibility that illegal activities may take place.

For the moment, the only stick-and-carrot mechanism available to the government is
the standard of “willful blindness” that the government can use during a prosecution. In
addition, the Supreme Court in 1984 in United States vs. Arthur Young & Co. held that
“no confidential accountant-client privilege exists” (465 US 805, 818, 1984).

(box continues next page)
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However, while there is no binding requirement on accountants or auditors to practice
customer due diligence or to report suspicious transactions, they are encouraged to follow
precautions and a risk-assessment approach when dealing with clients’ activities. The
issue is whether the government will impose more stringent requirements in the future. One
possibility with regard to reporting suspicious activity would be to follow the example of
other countries such as the United Kingdom, Switzerland, and Belgium, which require
accountants to report all instances of suspected money-laundering activity by clients.

UK legislation covering accountants, auditors, and tax consultants is among the most
comprehensive and follows the pattern applied to that country’s financial industry. The
UK Proceeds of Crime Act passed in 2002, along with associated money-laundering reg-
ulations that came into effect in March 2004, set a new and higher standard for accoun-
tants, auditors, and tax consultants. These professions are required to perform CDD and
maintain evidence of client identification and transactions. In addition, they must set up
anti–money laundering procedures, appoint a reporting officer to collect reports on all
suspicious transactions, and submit those reports to the National Criminal Intelligence
Service. The legislation authorizes criminal penalties for failure to abide by regulations
or report suspicious activities.

Anti–money laundering regimes elsewhere in Europe are still in the process of devel-
oping procedures with respect to accountants and auditors. The European Federation of
Accountants (FEE 1999) has proposed a monitored self-regulation regime controlled by
accountant and auditor associations, consistent with the guidelines and principles in the
money-laundering directive issued by the European Union. This position is also consis-
tent with that of the 113-nation International Federation of Accountants, which argues:
“Money laundering is far less likely to affect financial statements than are such types of
fraud and misappropriations. Consequently, it is unlikely to be detected in a financial
statement audit. Nevertheless, money-laundering activities may have indirect effects on
an entity’s financial statements and, thus, are of concern to external auditors” (IFAC
2002). Both the IFAC and FEE (2003) have expressed concern that extending the
anti–money laundering regime to the accounting and auditing professions could increase
the fees charged to clients and divert resources away from the principal duties and
responsibilities of these professions.

1. See Private Securities Tort Reform Act of 1995 (Public Law No. 104–67, 109 Statute
737) and the corresponding SAS No. 54, Illegal Acts by Clients (American Institute of
Certified Public Accountants, Professional Standards, vol. 1, AU sec. 317).
2. Securities Exchange Act of 1934 (15 U.S.C. sec. 78j, 1994).
3. SAS 54, Illegal Acts by Clients.

Box 4.1 (continued)

and requirements on financial institutions, rather than the type of network
that they thought was the intent of Section 314.13 Similar criticism can be
found in a report by the Council on Foreign Relations (2004), which focuses
principally on the financing of terrorism. A group of global financial insti-
tutions has established Regulatory DataCorp as a for-profit enterprise to

13. Byrne (2004) testified that administration of the USA PATRIOT Act’s Section 314 “demand
process” had been improved by implementation of procedural changes that reduced burdens
on banks.



provide information to subscribers to aid them in their customer due dili-
gence and to manage their legal, regulatory, and reputation risks. In pri-
vate conversations, representatives of some of the sponsoring institutions
have been critical of the degree of cooperation by the US government with
this enterprise. Such public-private tension is inherent in attempts to estab-
lish and refine the AML regime.

A summary numerical description of the current US AML regime can be
used to measure the extent of coverage by the prevention pillar of the seven
categories of financial institutions, nonfinancial businesses, and profes-
sions listed in table 4.2. With full coverage receiving 4.0, a full point for each
element of the pillar, coverage of the categories could be measured as
follows:

� Coverage of core financial institutions would be scaled at close to 4.0,
unless there was a small deduction for the risk-based nature of the CDD
regime, the presence of thresholds in some reporting requirements, and
the dispersed (nonfederal) supervision of insurance companies.

� Other types of financial institutions, on average, would be at 2.75, with
credit of a full point each for the CDD and reporting elements, but half
a point for supervision, and a quarter point for the limited scope of
sanctions for noncompliance.

� Casinos would be at 2.0 overall, consisting of three-quarters of a point
each for CDD and reporting because of exemptions and reporting
thresholds, and a quarter point each for supervision and sanctions.

� Dealers in precious metals and stones would be at 1.50, because while
they are almost at the same level in CDD and reporting requirements
as casinos, they fall short in supervision and sanctions.

� Real estate agents would be at 0.50 because they are subject at least to
CTR reporting requirements and the threat of the enforcement pillar.

� The two categories of professionals—lawyers, notaries and accountants,
and trust and company service providers—might receive a slightly
higher 0.75 because there is a somewhat more developed mechanism
to police behavior and withdraw licenses to practice, at least after an
offense has been detected and proved.

Although this numerical description of the scope of the prevention pil-
lar suggests it is currently incomplete, such a description would have been
very much lower before passage of the US Money Laundering Control Act
in 1986. Core financial institutions would have registered about 2.0 on
average because of some CDD and reporting requirements (for banks in
particular), although the extent of the supervision and sanction mecha-
nisms was limited. The Bank Secrecy Act of 1970 required banks and cer-
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tain other financial institutions to retain records to facilitate subsequent
tracing of financial transactions and to submit CTRs and CIMRs. The sub-
mission of SARs was not mandated until the Annunzio-Wylie Money
Laundering Act in 1992 and not implemented until 1996.14 Moreover, secu-
rities and insurance institutions were generally not covered, and neither
were most other types of financial institutions. Broker-dealers unaffiliated
with banks were not subject to SAR reporting requirements until passage
of the USA PATRIOT Act in 2001, and the AML regime essentially did not
apply at all to nonfinancial businesses, let alone professions.

Chapter 8 will return to the significance of how this pattern of regime
expansion has evolved. For the moment, the description helps to illustrate
the political, technical, and institutional compromises and trade-offs that
are required to establish the prevention pillar of the US AML regime. At
the same time, it tells us little about actual compliance.

Enforcement

The enforcement pillar of the US AML regime has expanded over the past
15 to 20 years, although less dramatically than the prevention pillar. The
number of predicate crimes has increased during the period. New tools
have been developed, and new mechanisms offer the promise of greater
efficiency of the enforcement pillar, but their use has not been substantial.

Money laundering was not criminalized in the United States until pas-
sage of the Money Laundering Control Act (MLCA) in 1986.15 Of course,
money laundering existed before it became a criminal offense, and law
enforcement authorities have long known to “follow the money” when
investigating crimes that generate proceeds. Correspondingly, criminals
worked hard to break or obscure the connection between their crimes and
the proceeds from them. The Bank Secrecy Act of 1970 fully recognized the
links between money and crime, including securities fraud, as well as the
international dimensions of the phenomenon (Eldridge 1986).
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14. The Annunzio-Wylie legislation was the first to require that banks and certain other finan-
cial institutions have AML programs, effectively mandating internal control procedures that
were subject to outside scrutiny and supervision.

15. The MLCA defines money laundering as conducting or attempting to conduct a financial
transaction “knowing that the property [or monetary instrument] involved in [the] financial
transaction represents the proceeds of some form of unlawful activity with the intent to pro-
mote the carrying on of specified unlawful activity or knowing that the transaction is de-
signed in whole or in part to conceal or disguise the nature, the location, the source, the
ownership, or the control of the proceeds of specified unlawful activity or to avoid a trans-
action reporting requirement under State or Federal law” (Section 1956, laundering of mon-
etary instruments).



Predicate Crimes

The list of predicate crimes or underlying offenses that could lead to a con-
viction for money laundering was relatively short in 1986, with the primary
focus on drugs and drug-related criminal activity. The list has been ex-
panded considerably in subsequent AML legislation, and includes more
than 150 offenses covering almost everything that might be considered a
serious crime, from environmental violations to health insurance fraud.

The US list of predicate crimes conspicuously does not include tax eva-
sion. The ironically titled Bank Secrecy Act (because it was about breaking
down bank secrecy) was prompted in part by tax evasion considerations in
terms of identifying the parties with underlying financial interests, address-
ing concerns about tax havens and the role of financial services providers
in facilitating access to them, and dealing with international flows of funds.
Moreover, the Anti–Drug Abuse Act of 1988 made it a criminal offense to
evade taxes on the proceeds of an unlawful activity. This provision was
added to the enforcement pillar to allow the IRS to use its expertise to de-
velop anti–money laundering cases. Thus, US enforcement of anti–money
laundering de facto is closely tied to the enforcement of tax evasion,16 even
though the crime of tax evasion per se does not normally lead to money-
laundering charges, except to the extent that the criminals have evaded
paying taxes on the proceeds of their crimes.17

Although the absence of tax evasion from the list of predicate offenses is
not a particular enforcement problem for the United States, and it conve-
niently sidesteps domestic political sensitivities concerning privacy and
how US tax laws are enforced, the omission adversely affects global coop-
eration. A former high-level Latin American official commented to one of
the authors that if the United States wants other countries to cooperate
more on countering the financing of terrorism and money laundering, it
should cooperate more aggressively in dealing with Latin Americans who
evade taxes on investments in the United States.

The United States has been somewhat responsive to these concerns,
which was one reason for US support of a European initiative to address
harmful tax competition. The Organization for Economic Cooperation and
Development (OECD 1998) released a report on the subject, laying out
principles for the identification of harmful tax competition, which was
directed primarily at tax havens and their low tax rates, solicitation of
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16. For example, in July 2003, a stockbroker (Adam Klein) pleaded guilty to money launder-
ing and admitted that he had also evaded taxes on the proceeds of the underlying crime.

17. Barrons (October 13, 2003, F5) reports some new links between the tax enforcement and
AML regimes. Multiple payments of cash equivalents adding up to more than $10,000 to fund
managers require the filing of a form 8300 that used to go only to the tax authorities but now
is reviewed by AML authorities as well. The investor is also notified of these reports, in con-
trast with SARs or CTRs.



investment funds, and reluctance or inability to provide information to the
tax authorities of other countries.18

The OECD report stirred a furor not only among those it targeted—
so-called tax havens, many of which saw one of their principal sources of
foreign exchange earnings under attack—but also within some OECD coun-
tries whose governments indirectly sponsored the report. Tax evasion and
the international exchange of tax information is politically explosive in
many countries, not just the United States.19 The report led to designating
35 jurisdictions as having harmful tax practices, principally offshore finan-
cial centers (OECD 2000). Thirty of these jurisdictions subsequently made a
commitment to increase transparency and exchanges of information, so that
by December 2003 only five—Andorra, Liechtenstein, Liberia, Monaco, and
the Marshall Islands—remained “uncooperative tax havens.”

The US Treasury under Secretary Paul O’Neill, during the Bush admin-
istration, initially was quite critical of the OECD tax haven initiative. The
US eventually agreed with its G-7 colleagues on a joint statement of sup-
port in June 2002: “We agree that the administration and enforcement of
tax laws depend increasingly on transparency and effective international
exchange of information. We call on all countries to permit access to, and
exchange, bank and other information for tax purposes; OECD countries
should lead by example.” However, the OECD initiative has been weak-
ened by less progress than had been expected with respect to intra-OECD,
in particular intra-European, tax cooperation.

Treatment of offenses abroad is another feature of the predicate crime ele-
ment of the enforcement pillar of the US AML regime. Although many
domestic crimes qualify as predicate offenses under US AML law, only a
subset of crimes committed abroad can lead to money-laundering prosecu-
tions in the United States. This reduces the scope for the United States to
cooperate in the global AML regime, since nonrecognition under US law of
a money-laundering offense abroad impedes the law enforcement process in
other countries. For example, until passage of the USA PATRIOT Act in 2001,
foreign corruption was not a predicate crime for a money-laundering offense
in the United States. In addition, trafficking in human beings, counterfeiting
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18. The principles involved the combination of (1) low or no taxes (or withholding) with a
lack of transparency, (2) ineffective information exchange, and (3) facilitation of tax evasion
by applying different tax regimes to foreign rather than domestic investors, such as by not
requiring a physical presence or substantial activities in the jurisdiction (OECD 1998). The
third criterion was later set aside at the insistence of the United States on grounds that it is dif-
ficult to articulate clearly.

19. US opposition is based primarily on privacy concerns, along with the view that tax com-
petition leads to lower taxes. In the context of countering terrorism financing and money laun-
dering, the two views have led to recommendations to promote the international exchange of
information, but to not allow under any circumstances that such information be used for tax
purposes (Rahn and de Rugy 2003).



of currency, and forgery can be predicate offenses for money-laundering
charges if committed in the United States, but not if committed abroad.20

Investigation

Turning to the investigation element of the enforcement pillar, reporting
through such mechanisms as SARs is one of the links between the AML
prevention and enforcement pillars. However, consistent with complaints
about the US government’s failure to open a two-way street with the pri-
vate sector, critics often view SARs as a black hole with little if any feed-
back as to their relative effect (James 2002).

One feature of the investigative element that has received better marks
is the explicit authorization via the 1988 US Anti–Drug Abuse Act to use
sting operations to obtain evidence to convict money launderers, which
has proved to be an important enforcement tool. For example, Operation
Highbind in 1993 and 1994 enabled FBI and Immigration and Naturaliza-
tion Service agents to pose as drug dealers with dirty money and meet
with members of Chinese-American fraternal organizations that func-
tioned in part as laundering rings investing criminal proceeds in illegal
gambling enterprises.

Federal agents will often masquerade not as customers but as providers
of money-laundering services. Such was the case in Operation Juno in 1996,
when IRS and Drug Enforcement Administration (DEA) agents ran a stock
brokerage that laundered $14.5 million in drug profits through the black
market peso exchange.21 One of the most prominent money-laundering
sting operations was Operation Dinero, when DEA agents opened an off-
shore bank to provide services to the Cali drug cartel.22 Over the course of
six months, they laundered $52 million, recovered nine tons of cocaine, and
uncovered ties between the cartel and Italian organized crime.

Prosecution and Punishment

Little is known about how prosecutors make resource allocation and pros-
ecutorial decisions in money laundering or other cases. Mariano-Florentino
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20. Seven of the 20 categories of crimes explicitly cited by the FATF for coverage under
national AML legislation are not considered for this purpose to be crimes in the United States
if the offense is committed outside the country. The other four categories are sexual exploita-
tion, counterfeiting of products, environmental crime, and insider trading and market
manipulation. The last is a particularly sensitive area because the US approach in this area
differs substantially from that of many other jurisdictions in that it is not grounded on a def-
inition of the underlying offense.

21. See www.usdoj.gov/dea/major/juno.htm (accessed November 12, 2003).

22. See www.usdoj.gov/dea/major/dinero.htm (accessed November 12, 2003).



Cuéllar (2003) is critical of the failure of the law enforcement community to
use the AML enforcement pillar more actively to disrupt the financial infra-
structure of criminal activities. Sentencing guidelines, which may or may
not be followed closely, govern subsequent punishments (see chapter 5).

R. E. Bell (2001), writing from a British perspective, lays out a useful two-
by-two taxonomy of prosecutorial approaches involving the nature of the
offense and the prosecution. He asserts that most common are prosecutions
in which the charge of money laundering is linked with the charge for the
underlying offense, of which money laundering was an integral part. Less
common are prosecutions in which the money laundering was outsourced,
but the prosecution of the money launderer is integrated with the prosecu-
tion of the person who committed the crime. Integrated money laundering
in stand-alone prosecutions, according to Bell, is reserved for big interna-
tional cases where the crime is committed in another jurisdiction. Least
common are cases involving outsourced laundering in stand-alone prose-
cutions, because they are the most difficult and resource intensive to
develop. Unfortunately, there are no data publicly available to test these
plausible assertions about relative incidence.

Confiscation

Confiscation of the proceeds of crime through seizure and forfeiting pro-
cedures is a powerful element of the US enforcement pillar. However,
criminal forfeiture was outlawed by Congress in 1790 and not reintroduced
until passage in 1970 of two major pieces of legislation directed at combat-
ing organized crime: the Racketeer Influenced and Corrupt Organization
(RICO) and the Continuing Criminal Enterprise (CCE) Acts (Truman 1995).

Not only does confiscation serve as a deterrent to criminal activity and
deprive criminal organizations of resources, but it also helps to fund law
enforcement activities. Such tied funding violates recommended best prac-
tices in public finance, since the revenue side of government finance should
be separated from the expenditure side. Moreover, confiscation and for-
feiture can create odd incentives. In a number of states, including Indiana,
Missouri, North Carolina, Washington, West Virginia, and Wisconsin,
forfeited property under state law goes to education, but when the prop-
erty is seized and confiscated in collaboration with the federal authorities,
the state law enforcement authorities can keep what is returned by the fed-
eral authorities for their own use, which is 80 percent of the total amount
confiscated.

Such arrangements may distort law enforcement in the direction of purs-
ing cases that have larger expected value in the forfeiture dimension, which
may not be the same as those with larger expected value on the scale of
other enforcement priorities, such as addressing the most heinous crimes.
As Rep. Bob Barr (R-Georgia) said in 1999, “In many jurisdictions, it [con-
fiscation] has become a monetary tail wagging the law enforcement dog”.
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Senator John Kerry (1997, 176), reflecting on his experience as chairman
and ranking member of the Senate Subcommittee on Terrorism, Narcotics,
and International Operations, warned against the “dark and dangerous
underside” of asset seizure in which defendants buy lighter sentences by
bargaining with hidden property. Nevertheless, the tool is widely used in
the United States at the federal as well as the state and local levels.

As noted, one important aspect of the confiscation element is the sharing
of the proceeds with other jurisdictions. A longstanding program for the
equitable sharing of forfeited property with other federal, state and local
jurisdictions is governed by published guidelines.23 In addition, since US
ratification of the 1988 UN Drug Convention, the United States has had a
program of equitable sharing of forfeited assets with foreign governments
that cooperate and assist in investigations. From 1989 to March 2002, the
international program shared 44 percent ($171.5 million) of eligible for-
feited assets with 26 foreign governments (US Treasury 2002, 61).

A final noteworthy aspect of the enforcement pillar is related to one of
the reasons behind asset sharing, which is to encourage cooperation and
the sharing of information; this is important not only between govern-
ments and levels of government but within a given level of government. 
A significant step forward in this area was the establishment in 1990 of
FinCEN in the US Treasury Department as a central repository of infor-
mation, with the additional mandate to analyze the information from such
sources as SARs.

US National Money-Laundering Strategies

The US Congress passed the Money Laundering and Financial Crimes Act
in 1998 in part to improve coordination of the nation’s anti–money laun-
dering efforts. The act mandated the Secretary of the Treasury, in consul-
tation with the Attorney General, to develop an annual National Money
Laundering Strategy (NMLS) for presentation to Congress over the five
years from 1999 to 2003 in February of each year.

The intention of the reports was to cover research-based goals, objec-
tives, and priorities; coordinated prevention measures; detection and pros-
ecution initiatives; and proposals for partnerships with the private sector
and cooperation between federal, state, and local officials.24 The Treasury
also was required to submit an evaluation of the effectiveness of US AML
policies, an additional task that the US Treasury argued was fulfilled by the
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23. The program began in October 1986 with an amendment to the Tariff Act of 1930.

24. The act also mandated identification of “high-intensity financial crimes areas” as part of
a stepped-up enforcement effort on which the NMLS was to report. Most of the progress in
this area reflected efforts that were already under way in 1998.



NMLS itself (GAO 2003a, 67). The 1999 NMLS was completed and deliv-
ered on September 23, 1999.25

In many respects, the legislation requiring the NMLS reports reflected the
same concerns as those behind the National Drug Control Strategy, an
annual report mandated since 1988. Many agencies are involved in dealing
with the same problem and need to find meaningful progress indicators. A
review of the five NMLS reports—using the framework for the AML regime
that involves three broad types of AML goals, the two-pillar regime, ap-
plication of the market model to money laundering, and evolution of the
regime—illuminates the structure and goals of the US AML regime as well
as some of the trade-offs and constraints it has faced.

Each NMLS included on average 55 action items (from a high of 66 in 1999
to a low of 48 in 2003) grouped under three to six major objectives. The
action items covered a wide range of issues and were much too numerous
to constitute a particularly pointed strategy or even to be completed in a
period as short as a year. It was difficult to identify the highest-priority
items because they were all presented with roughly equal emphasis. The
apparent aim of the NMLS was to present a broad strategy rather than spec-
ify precise and well-defined objectives. One consequence of this approach
was that many items were implicitly carried over from one year to the next,
even while new items were added identifying new initiatives or reflecting
changing circumstances. The most notable example was a shift in emphasis
to countering terrorist financing following the attacks of September 11, 2001.

The NMLS was thus largely an annual report on major aspects of on-
going AML initiatives by various agencies of the US government. Little
effort was made explicitly to follow up on issues raised in the previous
year’s report, even though the Money Laundering and Financial Crimes
Act required just such follow-up. The result was a pattern of promises but
with limited public disclosure of results. For example, an interagency
report on US policy toward foreign government officials (kleptocrats) who
use the international financial system to convert public assets to personal
use was completed in November 2000, but the results were neither pub-
lished nor mentioned in the next year’s NMLS.26 Another example was a
study completed in 2001 by the Customs Service, summarized briefly in the
2002 NMLS but not released, on percentage commissions charged to laun-
der money in narcotics cases, based on undercover cases. Despite a stated
intention of posting the entire study—which included such important in-
formation as the annual costs of compliance with the Bank Secrecy Act—

THE ANTI–MONEY LAUNDERING REGIME 71

25. As is frequently the case with mandated reports to Congress, only one (the 2000 NMLS)
arrived roughly on time (March). The 2001 report was released on September 12; the 2002
report in July; the 2003 report in November.

26. In the interests of full disclosure, Edwin Truman was involved with this project. One
innovation in the 2000 NMLS that generally was carried forward was the identification of
responsible officials (by position) or groups of officials for each action item.



only a summary of a related report prepared by FinCEN and Deloitte &
Touche on the costs of SAR preparation was ever posted (FinCEN 2002).

There were some exceptions in terms of adequate follow-up of previous
proposals. In the 2002 NMLS, an important action item from 2001, to study
the use of the Internet to raise and move funds to terrorist groups, resulted
in a thorough report entitled Terrorist Financing Online, included in the 2003
NMLS (US Treasury 2003, appendix H) with supporting analysis of actual
and potential policy responses. (See box 4.2 for a more general discussion
of money laundering and electronic finance.)

Notwithstanding their shortcomings, the five NMLS reports provide
useful illustrative material on the objectives, structure, and evolution of
the US AML regime. Table 4.3 presents the distribution of action items in
the five strategies across the three broad goals of the US AML regime to
reduce predicate crime, promote the integrity of the financial system, and
address the global, “public bads” of terrorism, corruption, and failed states
(chapter 1). For the five-year period of the strategies, about 65 percent of
the action items concerned predicate crime and about the same percentage
involved integrity of the financial system. The pattern was quite uniform
until the final year, when the share of items focused on crime fell off and
those focused on the financial system rose. The three global “public bads”
generally received much less attention—even in the post–September 11
period covered by the 2002 and 2003 NMLS reports, less than 30 percent of
the action items addressed this AML regime objective. The few action items
classified as addressing failed states, for example, were aimed at countries
that failed to adopt or live up to international AML standards.

Table 4.4 shows the distribution of the same action items across the ele-
ments of the prevention and enforcement pillars of the US AML regime.
Each of the four elements in each of the two pillars was addressed to some
extent over the five-year period, but in general prevention received more
emphasis than enforcement.

Within the prevention pillar, the reporting element (e.g., extension of
SAR requirements) generally received the most emphasis, but not in all
years. Customer due diligence was the next most frequently addressed ele-
ment, but in the 2003 NMLS the largest number of action items matched up
with the supervision element, in part because of enhanced efforts to com-
bat terrorist financing.

Within the enforcement pillar, the investigation element received the most
attention in every year, accounting for about 40 percent of all action items
over the period as a whole. Prosecution and punishment were emphasized
substantially less but were second, followed by confiscation and augmenta-
tion of the list of predicate crimes.

The element of identification of predicate crimes received relatively more
attention in the 1999 and 2000 NMLS reports, when the Clinton adminis-
tration sought to expand the enforcement scope of the AML regime by pass-
ing new legislation, an effort that failed in both years. The 2001 NMLS, the
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Box 4.2 Electronic finance and money laundering

Electronic finance has opened a new frontier for the global anti–money laundering
regime, as well as for the criminals it aims to apprehend. The interaction of technical
change with finance and business can take the form of electronic banking, Internet pay-
ment systems, or electronic debit cards such as smartcards. The lightly regulated Internet,
which combines considerable anonymity with a global scope and electronic speed, is a
major concern with respect to money-laundering techniques and the financing of terror-
ism. Such mechanisms open up opportunities for new types of crime such as cyber fraud
that can drain funds from a bank account in Pittsburgh and transfer them to an account
in Dubai.

Although such impersonal interactions suggest new ways to disguise the movement
of funds, the basic challenges they present in terms of prevention and enforcement are
fairly familiar. The opportunities provided by electronic finance to move and launder sub-
stantial amounts without interacting with the core financial system are severely limited.
For example, drug dealers cannot deposit actual cash in an electronic bank, as the cash
first has to be physically deposited in an institution. Electronic cash has to be uploaded
to a smartcard from an account in some type of financial institution located somewhere
that can be required to keep records of such transactions.

Consequently, the elements of the AML prevention pillar as they are applied to insti-
tutions in the core financial system can be brought to bear on electronic finance. The sur-
face anonymity of the interactions may make customer due diligence and reporting
suspicious transactions more difficult, but banks and other institutions in the core finan-
cial system have the same anti–money laundering obligations relative to their electronic
customers as they do relative to their flesh and blood customers. Moreover, in a number
of major jurisdictions, those obligations can be and have been imposed on the virtual
institutions of electronic finance.

The elements of the enforcement pillar also are available to investigate and prosecute
crimes involving electronic finance. Such investigations may involve different skills, but in
some cases trails may actually be easier to follow through the Internet, for example,
because Internet messages normally leave records behind. Techniques are available to
disguise Internet tracks by passing messages through sites called “anonymizers,” but deci-
phering disguises and following leads that go cold is not new to 21st century law enforce-
ment. A more significant challenge, as with other aspects of the global AML regime, is to
improve international cooperation associated with different priorities, procedures, laws,
and regulations.

As noted in the 2003 National Money Laundering Strategy, the Internet poses unique
additional challenges with respect to the specific area of terrorist financing (US Treasury
2003, appendix H). However, most of those challenges are not associated with the actual
movement of funds, aside from the familiar fact that the amounts are small and the ter-
rorist act occurs after the funds have been used. The principal additional challenges
come from the fact that terrorists use the Internet both to communicate and to raise funds
through such institutions as charities.

In sum, while electronic finance may be a new frontier for the global anti–money laun-
dering regime, the frontier is located not in another part of the universe but in the same
world where ground rules of economics and finance apply. To be effective, the global
regime must build on what it already has started to do, which is to address the challenges
posed by electronic finance on an ongoing basis.
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Table 4.3 Distribution of US National Money Laundering Strategy
action items across AML goals, 1999–2003 
(percent of all action items)

Five-year 
Goal 1999 2000 2001 2002 2003 totala

Reducing predicate crime 67 90 83 78 10 66
Promoting integrity of 

financial system 65 57 63 48 81 63
Reducing global “public bads” 7 6 2 28 24 13

Memorandum:
Total number of action items 66 58 41 50 48 263

a. Number of action items affecting each anti–money laundering goal as a percentage of total
number of action items over five years.

Note: Some action items addressed more than one anti–money laundering goal.

Source: National Money Laundering Strategies (US Treasury 1999–2003).

first strategy issued by the Bush administration, which was drafted be-
fore September 11 and coincidentally issued the next day, included only one
item that matched up with the predicate crimes element, a general commit-
ment to submit a “money laundering bill which will address [unspecified]
deficiencies” in the then current statutes.

It took the tragedy of September 11—an example of how the AML regime
has been shaped by events—for the Bush administration to embrace the
Clinton administration’s legislative proposals and move them through the
Congress. Most were subsequently incorporated into the USA PATRIOT
Act.27 For example, as proposed by the Clinton administration and at the
urging of other OECD countries, the post–September 11 legislation made
foreign official corruption an offense that can be prosecuted in the United
States; criminalized bulk cash smuggling across the US border; and pro-
vided the executive branch with additional authority to crack down on for-
eign jurisdictions, institutions, and classes of transactions thought to pose
a serious money-laundering threat.

We also classified the 263 action items in the five NMLS reports on the
basis of whether they could implicitly or explicitly be fit into an analytic
framework of a market for money-laundering services. An example would
be whether the item was intended to tighten the supply of those services

27. The incorporation into the USA PATRIOT Act of Title III (International Money Launder-
ing Abatement and Anti–Terrorist Financing Act of 2001) was largely at the insistence of
Democratic Senate leaders, with support from influential Republican senators. The Republican
House leadership initially argued for stand-alone AML legislation, which would have met
substantial resistance in the House. The final legislation incorporated not only proposals to
strengthen and expand the US AML regime, but also important provisions on correspondent
banking and private banking. This substantially expanded the US AML regime in directions
that had not yet been accepted globally.



by limiting certain types of laundering channels, or to reduce the demand
for money-laundering services by increasing the probability of confisca-
tion. On average, only about a third of the action items in each area could
be interpreted in this manner.

Almost a quarter of the annual action items in the five strategies called
for further study or research with regard to money laundering and the
AML regime. The incidence was considerably higher in the 2000 and 2001
NMLS reports, more than 30 percent, and about average in the 1999 NMLS,
but substantially below average in the 2002 and 2003 reports. Note that the
sharp break in this tendency is not between the Clinton and Bush admin-
istrations but with the two strategies prepared after September 11.

One carryover from the Clinton to the Bush administration was an effort
to review the federal government financial resources devoted to anti–
money laundering at the federal level, with a view to eventually ensuring
the appropriate and effective allocation of resources. The 2000 NMLS
included such a review along with a “rough cut” set of estimates, but the
initiative apparently did not reach fruition because in the 2001 NMLS a new
action item was included to review the costs and resources devoted to
anti–money laundering efforts, this time to allow for more informed bud-
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Table 4.4 Distribution of US National Money Laundering Strategy
action items across AML prevention and enforcement
elements, 1999–2003 (percent of all action items)

Five-year
1999 2000 2001 2002 2003 totala

Prevention
Customer due diligence 5 28 12 12 10 13
Reporting 26 50 46 38 16 35
Supervision 8 3 5 2 20 8
Regulation and sanctions 5 0 2 2 4 3
Generalb 18 5 24 28 44 22
Totalc 55 74 76 70 81 68

Enforcement
Predicate crimes 6 9 2 0 2 4
Investigation 55 45 32 30 28 40
Prosecution and punishment 11 16 12 8 22 14
Confiscation 5 3 12 10 2 6
Generalb 0 3 15 12 31 11
Totalc 62 64 61 52 69 60

Memorandum:
Total number of action items 66 58 41 50 48 263

a. Number of action items affecting each pillar/element as a percentage of total number of
action items over five years.
b. Items related to the specified pillar but not to any particular element or elements.
c. Excluding items that may involve more than one element of the pillar.

Note: Some action items are classified in more than one pillar or more than one element of
the pillar.

Source: National Money Laundering Strategies (US Treasury, 1999–2003).



get allocations. A high-level interagency working group was formed to
accomplish this task. The 2002 NMLS, which, as noted, was the only one of
the five strategies systematically to follow up the action items in the previ-
ous report, stated that analytical disagreements between agencies pre-
vented fuller development of the material submitted. Nevertheless, the
work was to continue during 2002 and incorporated the element of
resources devoted to stopping the financing of terrorist entities. The effort
apparently has not been successful to date, since the 2003 NMLS did not
mention its continuation.

Such limited follow-up and disclosure not only hindered the overall
success of the NMLS but also undercut the effectiveness of the interagency
cooperation that the NMLS approach was intended to encourage. Such
cooperation would have been strengthened through public commitments
to build on the progress that had been achieved, and with more consistent
identification of those to hold responsible for that progress. For example,
despite numerous statements of good intentions to develop comprehen-
sive databases on money-laundering cases, as called for in the 2001 NMLS,
the NMLS of the following year (US Treasury 2002, 10) reported that “the
cost involved in taking any one system used by a federal law enforcement
agency as the relevant model outweighed the potential benefit, since dif-
ferent investigative agencies have different goals, missions and perfor-
mance measures.” The 2003 NMLS, in turn, made no mention at all of
developing uniform databases, leaving one to assume that the idea was
abandoned as attention shifted to countering terrorist financing.

Touching on another important area of cooperation, more than 10 per-
cent of the action items in the five NMLS reports called for consultation
with the private sector, with no significant difference in the incidence of
such items between the first two and the last three strategies. Action items
in the NMLS for 1999, 2000, and 2003 explicitly although briefly recognized
privacy concerns.

A prominent element of the first three NMLS reports was interagency and
intra-agency studies of the role of “gatekeeper” professions (lawyers,
accountants, auditors) in efforts to combat money laundering, including
ways to better inform them of their responsibilities, and how, or even
whether, to best incorporate coverage of their activities within the AML
regime prevention pillar. By the 2001 NMLS, incorporation of these pro-
fessional categories was directed toward formulating the US position on
the revision of the FATF Forty Recommendations in this area. The 2001
NMLS (p. ix) quoted President Bush on the relevance of the professions to
the AML regime: “We will aggressively enforce our money laundering
laws with accountability and coordination at the Federal, State and inter-
national levels. Our goal is to disrupt and dismantle large-scale criminal
enterprises and prosecute professional money launderers, including cor-
rupt lawyers, bankers, and accountants.” Although this statement does not
explicitly recommend extending the prevention pillar to cover lawyers and
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accountants, it certainly is consistent with such a reading. Nevertheless, to
date those professionals have resisted being included in the prevention 
pillar of the US regime.

Also prominent in the first two NMLS reports was a focus on taxation,
particularly in terms of promoting effective fiscal enforcement, addressing
harmful tax competition problems that had been flagged in the 1998 OECD
study, examining tax havens, and considering expansion of the list of US
predicate crimes to “selected tax crimes.” This topic was not included in
the 2001 and 2003 strategies, but surfaced in the 2002 NMLS as a call for
improving the international exchange of tax information. Raising taxation
issues illustrates how the early NMLS process was responding to inter-
national concerns about harmful tax practices, including criticism of the US
AML regime for not treating foreign tax evasion as a predicate crime with
respect to US money-laundering prosecutions or legal assistance.

The taxation issue also illustrates the influence of domestic politics on
the AML regime. Although the positions of the Clinton and Bush admin-
istrations on the basic issue of harmful tax practices were not substantively
different—both favored enhancing information exchange and enforcing
international financial standards—the accompanying rhetoric was quite
different. The Clinton administration was more receptive to concerns of
other countries about low- or zero-tax jurisdictions in the context of tax
competition, while the Bush administration, with its antitax orientation,
was much less receptive, particularly with respect to the treatment of cer-
tain Caribbean jurisdictions. The privacy issue resonated more within the
Bush administration, notwithstanding the fact that it was mentioned at
least as often in the first two NMLS reports prepared in the Clinton admin-
istration as in the last three NMLS prepared in the Bush administration.

A review of the National Money Laundering Strategies illustrates sev-
eral important points. First, it confirms the relevance of the three broad
types of goals for the AML regime: reducing predicate crime, maintaining
the integrity of the financial system, and combating global “public bads.”
Second, it supports the view of the AML regime as having prevention and
enforcement pillars with multiple elements. Third, it provides limited but
weak support for the market model of the AML regime. Fourth, more
broadly speaking, it provides evidence that the AML regime is not an
abstraction—its evolution reflects shifting priorities, compromises, and
trade-offs. We return in chapter 8 to the future of the US NMLS and our
recommendations for it.

The Global Anti–Money Laundering Regime

Globalization in the form of an increase in the volume and speed of flows
of international as well as national goods, funds, and information has
played a major part in conditioning the evolution of the global AML re-
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gime. Lawrence Summers, then Deputy Secretary of the US Treasury, told
the Financial Action Task Force plenary on June 26, 1996: “At the very
moment that the world economy is expanding and integrating, creating
vast new opportunities for business, so the technology and capacity at the
disposal of criminals is greater than before.”

Four years later, at a meeting of the IMF’s International Monetary and
Financial Committee, Summers, by then secretary of the US Treasury,
ratcheted up his rhetoric several notches. “Abuse of the global financial
system is a clear case of a ‘global public bad’—indeed, it is the dark side of
international capital mobility,” he said. “The international community has
begun to take action against financial system abuse, including the public
release of three lists of uncooperative or problematic jurisdictions [with
respect to money laundering, practitioners of harmful tax practices, and lax
financial supervision], and has called on the international financial institu-
tions to join this effort. Assisting this effort should be seen as an integral
part of the international financial institutions’ mandate to protect the in-
tegrity of the international financial system. Money laundering activities
have the potential to cause serious macroeconomic distortions, misallocate
capital and resources, increase the risks to a country’s financial sector, and
hurt the credibility [or] integrity of the international financial system.”

Summers was by no means alone in his assessment. Prior to the 2000 G-7
summit in Japan, the G-7 finance ministers stated in a report entitled
“Actions Against Abuse of the Global Financial System”: “Financial crime is
increasingly a key concern in today’s open and global financial world, which
is characterized by the high mobility of funds and the rapid development of
new payment tools.” The actual G-7 summit statement on the topic read: “To
secure the benefits of the globalised financial system, we need to ensure that
its credibility and integrity are not undermined by money laundering, harm-
ful tax competition, and poor regulatory standards.”28

These statements illustrate two points about the interaction of money
laundering with the globalization phenomenon and the stability of the
financial system. First, globalization, and the deregulation that helps pro-
mote it, assists money launderers in their criminal activities. Second, the
global spread of criminal activity, and the associated phenomenon of money
laundering that fuels that process and facilitates the amassing of substan-
tial financial resources, undercut public support for globalization. Vigorous
efforts to deal with these problems are understandably limited by consid-
erations of privacy and human rights, and by concerns about the arbitrary
use of state power. However, these concerns can also constrain the capac-
ity of governments to deal expeditiously and effectively with money laun-
dering and other criminal activities, which in turn further undercuts
support for globalization. The global “public bads” linked to money laun-
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dering are reckoned by some to outweigh the global “public goods” asso-
ciated with globalization.

Differences between the US AML regime and those of other nations and
regions also continue to impede multilateral efforts to achieve a uniform
global regime. While the current global regime has been shaped and prod-
ded to a considerable extent by US developments and initiatives, different
forces have at times affected the structure and evolution of other national
regimes. For example, the principal concern that prompted establishment
of the Australian AML regime in 1990 was tax evasion rather than drugs. In
the United Kingdom, concerns about drugs and terrorism dominated in the
1980s, even though comprehensive money-laundering regulations includ-
ing customer due diligence and reporting requirements for the financial sec-
tor did not go into effect until 1994. (Table 4.1 provides a chronological list
of the major developments in US, European, and global or multilateral
anti–money laundering regimes. The glossary provides thumbnail descrip-
tions of the major entries.)

Despite differences across regimes, and notwithstanding the enormous
complications posed by globalization itself to combating criminal activity,
the prevention and enforcement pillars of the global anti–money launder-
ing regime have evolved rapidly over the past 15 years. At the very least,
as William Gilmore (1999, 204) concluded, while “the strategy will not
eradicate international drug trafficking or international organized crime, it
will . . . create an increasingly hostile and inhospitable environment for the
money launderer and others involved in highly lucrative forms of criminal
behavior and afford new elements of protection to economic and political
systems. To achieve this is to achieve something of real and lasting value.”

Prevention

Customer due diligence is an area where the US prodded other jurisdic-
tions to adopt a parallel component in their AML regimes. The 1986 US
MLCA legislation required the chairman of the Federal Reserve Board,
who was then Paul Volcker, to consult with his fellow Group of Ten (G-10)
central bank governors at the Bank for International Settlements (BIS)
about money laundering and bank efforts to control the activity. The leg-
islation pointed out that money laundering is a global phenomenon and
that if one country’s banks and financial institutions are required to imple-
ment AML measures—increasing their costs and turning away their cus-
tomers—then the same standards should be applied globally to reduce
regulatory arbitrage and level the playing field.

The initial reaction of Volcker’s central bank colleagues was horror—
they maintained that central bankers and bank supervisors should be con-
cerned more about the safety and soundness of individual banks than
about the stability of the banking system. Under this view, banking super-
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visors should not become involved in law enforcement, which is the re-
sponsibility of the judiciary and the police. Calmer heads prevailed, but
this episode illustrates the tension between the prevention and enforce-
ment pillars of AML regimes.

The principal result of the US initiative was that the Basel Committee on
Banking Supervision in 1988 issued a statement of principles regarding the
obligations of banks to know their customers, avoid suspicious transactions,
and cooperate with law enforcement authorities. An associated working
paper acknowledged that differences in roles and responsibilities of national
bank supervisory agencies in the suppression of money laundering at the
time reflected “the role of banking supervision, the primary function of which
is to maintain the overall financial stability and soundness of banks rather
than to ensure that individual transactions conducted by bank customers are
legitimate” (Basel Committee on Banking Supervision 1988, paragraph 3).
However, the report added that “despite the limits in some countries on their
specific responsibility, all members of the [Basel] Committee firmly believe
that supervisors cannot be indifferent to the use made of banks by criminals.”

The involvement of the Basel Committee in the anti–money laundering
campaign marked a significant step not only because it recognized the risks
of regulatory arbitrage and the need for a level global playing field, but
because it involved the setting of international standards. Following the
Basel Committee’s lead, the International Organization of Securities
Commissions (IOSCO) issued a resolution on money laundering in 1992.
In 2002, the International Association of Insurance Supervisors (IAIS)
issued Anti–Money Laundering Guidance Notes for Insurance Supervisors
and Insurance Entities.

Switzerland is an example of a national AML regime that evolved quite dif-
ferently than the US regime. The Swiss trace their concern with money laun-
dering to adoption of a code of conduct by the Swiss Bankers Association in
1977 in the wake of the Chiasso banking scandals, which began as simple
fraud in the early 1960s and ended up as major financial and embarrassment
for Credit Suisse and much of the rest of the Swiss banking system. The Swiss
approach places heavy emphasis on deep knowledge of customers, which is
well justified in a banking system principally oriented toward private bank-
ing and investment management rather than retail banking.

In addition, in Switzerland as in Germany and France, suspicious activ-
ity reports are commonly based more on strong evidence than on hunches,
and they more often lead to criminal investigations than in other countries.
The Swiss (Pieth and Aiolfi 2003) argue that their AML regime is more rig-
orous than the US AML regime; US observers such as former treasury offi-
cial William Wechsler (2001) think they have a point.

The Swiss system also relies heavily on the integrity and responsibility
of financial institutions to ensure compliance with national AML laws and
regulations. In contrast, the US and UK AML regimes operate in financial
systems where retail transactions are at least as important as wholesale
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transactions and asset management relationships.29 Pieth and Aiolfi (2003)
have characterized the US and UK AML regimes as emphasizing the col-
lection and submission of data to national authorities as part of an “early
warning system” that may produce little more than information overload.

Financial Action Task Force

At the Paris Economic Summit of the Group of Seven (G-7) in 1989, France
and the United States proposed an initiative that led to establishment of the
Financial Action Task Force on Money Laundering (FATF) as a temporary
body housed at the OECD but separate from that organization. However,
establishing the FATF involved an agreement that it would not address tax
issues.

The principal initial motivation for the establishment of the FATF was to
combat drug abuse and the financial power of drug traffickers and other
organized crime groups whose activities are facilitated by money launder-
ing. Public concern about illegal drugs in the United States had reached
extraordinary levels in 1989. The FATF delegations include supervisors,
officials from finance ministries, and representatives of ministries charged
with law enforcement (in the US case, the Justice Department). This inter-
disciplinary character has contributed to an impressive amount of intra-
governmental cooperation as a positive by-product. The FATF’s initial
five-year mandate was to assess the results of cooperative efforts and sug-
gest additional preventive steps. That mandate was extended in 1994 and
1999 and extended for a record further eight years on May 24, 2004.

In 1990, FATF promulgated its initial “Forty Recommendations” that
provided a general AML framework, starting with ratification and imple-
mentation of the 1988 Vienna Convention, outlining the roles of national
legal and financial systems and regulators in combating money launder-
ing, and setting forth certain principles of international cooperation.30 The
Forty Recommendations were revised slightly in 1996 and then revised
comprehensively in 2003 based on analysis, in light of FATF’s review of
trends in money laundering, of how far the recommendations should be
extended to cover the financial and nonfinancial sectors as well as various
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29. So important are retail transactions to the UK financial system that the AML regime there
is sensitive to the charge that the regime itself may impede access to retail financial services.
For example, the UK CDD regulations contain a subsection providing guidance about appli-
cation of the regulations to limit the risk of financial exclusion.

30. In 1991, the European Community adopted its first directive on money laundering that
sought to establish minimum standards throughout what is now known as the European
Union. Stessens (2000) maintains that the action was motivated in part by other global
attempts to address the money-laundering phenomenon, and also by concerns that money
launderers or criminals would take advantage of the increasingly free flow of capital and
financial services throughout the European Union. The need to establish a level playing field
in Europe also was a concern. Gilmore (1999) stresses the particular challenge that human
rights concerns have posed to establishing an AML regime in Europe.



“gatekeeper” professions through such methods as due diligence, report-
ing, regulation and supervision, and international cooperation.

A detailed report prepared in October 2001 by the Basel Committee Work-
ing Group on Cross-Border Banking and the Offshore Group of Banking
Supervisors on Customer Due Diligence for Banks expanded on the obliga-
tions of banks to know their customers and upgrade record keeping to
include more extensive due diligence for higher-risk accounts, ongoing mon-
itoring, and proactive account management. The report (Basel Committee on
Banking Supervision 2001) became the basis for recommendations 5 through
12 of the 2003 FATF Forty Recommendations on customer due diligence for
the full set of financial, nonfinancial, and professional categories listed in
table 4.2.

Neither the US AML regime nor the regimes of many other major coun-
tries today fully conform to the FATF recommendations in this area. For
example, the United Kingdom does not apply the regime to insurance com-
panies because UK authorities to date have judged the risk of money laun-
dering through general insurance business as low (IMF 2003d, 108). The
United Kingdom has applied its CDD and reporting requirements to
lawyers under its Proceeds of Crime Act of 2002, although compliance has
been limited. A 2004 survey by Coleman Parkes Research of companies
selling high-value goods, such as car dealers or estate agents, found that
two-thirds of such UK businesses do not comply with anti–money laun-
dering regulations with respect to CDD and reporting requirements.

Canada was ahead of other jurisdictions in applying AML regulations to
lawyers, but repealed the regulations after they were successfully chal-
lenged in a number of provincial courts on the grounds that they eroded
the right of Canadians to independent counsel and to confidentiality with
lawyers. Canada now leaves to the provinces the responsibility for the
supervision of lawyers.

In contrast, the Australian minister for justice and customs announced
in December 2003 his government’s intention to fully comply with the
2003 FATF Forty Recommendations in order to ensure that Australia’s
anti–money laundering system “continues to model best practice.”31 At
the same time, the government released a full set of consultation docu-
ments based on the new recommendations.

With respect to reporting requirements, some countries’ AML regimes
differ from those of the United States. For example, most other jurisdictions
use suspicious transaction reports (STRs), which differ from suspicious
activity reports (SARs) in that there has to be an actual transaction in-
volved. A SAR can be about a transaction that may merely have been dis-
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cussed or attempted but not consummated. This may make the STRs more
useful because they are more focused, but the distinction, as in the earlier
comparison with Switzerland, illustrates differences in AML regimes. In
Australia, any overseas remittance is entered into a database for scrutiny,
a feature of the AML regime that relies on that country’s relatively recent
abolition of most formal capital controls. In addition, many non-US juris-
dictions do not require CTRs or CIMRs or the equivalent, except to the
extent that the underlying activity or transaction might be captured in an
SAR/STR.32

In the area of supervision and sanctioning of noncompliance, recom-
mendation 29 of the 2003 FATF Forty Recommendations calls for supervi-
sors to have “adequate powers to monitor and ensure compliance by
financial institutions” and explicitly includes the authority to conduct
inspections to ensure compliance.33 Some jurisdictions do not allow on-site
examinations of financial institutions except under special circumstances,
relying instead on the audit process. This in turn means that such jurisdic-
tions may be more amenable to including accountants in their role as audi-
tors as participants in the preventive aspects of the AML regime (box 4.1).

A particular challenge to the global AML regime is the existence of infor-
mal funds transfer (IFT) systems, such as hawalas, that operate on the
unregulated side of the international financial system. Although hawalas
are found throughout both the developed and developing world, their
widespread use in the Middle East and South Asia prompted increased
attention after September 11, 2001, despite the fact that those terrorists do
not appear to have used an IFT mechanism to fund that operation.

Some argue that hawalas or other forms of IFT do not pose a unique money-
laundering threat because other mechanisms provide the same opportuni-
ties (Passas 2000). Others stress that IFT systems often provide low-cost,
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32. Recommendation 19 of the 2003 FATF Forty Recommendations calls upon countries only
to “consider” adopting cash-reporting measures. SAR/STR may also be subject to different
minimum reporting requirements in different jurisdictions (for example, 15,000 euros in the
European Union and generally $10,000 in the United States, roughly 50 percent lower) and
differ with respect to type of financial and nonfinancial business required to submit reports.

33. Recommendation 24b applies to nonfinancial businesses and professions, and sets a lower
standard for “effective systems for monitoring and ensuring their compliance with require-
ments to combat money laundering and terrorist financing,” including a potential role for self-
regulatory organizations in this area. Countries with dual (federal-state) or only local-level
approaches to the regulation and supervision of financial and nonfinancial businesses and
professions will find it more difficult to meet this standard. For example, the regulation and
supervision of the insurance industry in the United States is largely at the state level although
it was reported in the New York Times (December 26, 2003) that some large insurance compa-
nies are pushing for establishment of a federal regulator to level the playing field in US insur-
ance regulation and to influence federal legislation and regulations that affect insurance firms,
including elements of the USA PATRIOT Act.



safe, and convenient services that are not otherwise available to the pub-
lic (Buencamino and Gorbunov 2002). Still others stress that IFT systems
thrive where the formal banking system is weak or nonexistent, or where
there are significant distortions or controls in the payments or foreign
exchange systems. Mohammed El Qorchi, Samuel Maimbo, and John
Wilson (2003) have noted the potential adverse statistical, fiscal, and bal-
ance-of-payments implications of such operations.

What is clear is that bringing IFT mechanisms into the global AML regime
presents complex problems for both recipient and remitting countries
because of the very incentives that have allowed these systems to survive
and thrive for generations. Regulations alone will not suffice—hawalas are
essentially illegal in Pakistan and India, yet they thrive in those countries.
High-cost regulations requiring registration, transparency, record keeping,
and reporting are not likely to be fully effective because the institutions that
can incur the costs will not be able to pass them on to their customers, who
will continue to demand low-cost financial services. Reasonably effective
incorporation of IFT systems into the global AML regime requires balanc-
ing many considerations within individual countries and the international
financial system as a whole.

The repeated references in this chapter to the FATF evidence its key
role as a standard setter in developing the global AML regime, particu-
larly the prevention pillar. The FATF has limited membership (33 nations
or jurisdictions)34 and operates by consensus—potential constraints that
it has addressed by maintaining high standards for its members, and by
directly or indirectly sponsoring a number of regional clones, a move that
reflects its recognition of the economic and political implications of glob-
alization. The Caribbean Financial Action Task Force (CFATF) was estab-
lished in 1996, the Asia-Pacific Group on Money Laundering (APG) in
1998, the Eastern and Southern Africa Anti–Money Laundering Group
(ESAAMLG) in 1999, and the Financial Action Task Force on Money
Laundering in Latin America (GAFISUD) in 2000. In addition, the Council
of Foreign Ministers of the Commonwealth of Independent States (CIS),
the former Soviet Union, announced in March 2004 that it was consider-
ing setting up a regional task force on money laundering. Conspicuous in
their absence from the regional list are the Middle East and Central Asia,
although by the fall of 2004 plans were under way to create a Middle
East–North Africa FATF.
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Denmark, the European Commission, Finland, France, Germany, Greece, the Gulf Cooperation
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Zealand, Norway, Portugal, Russia, Singapore, South Africa, Spain, Sweden, Switzerland,
Turkey, the United Kingdom, and the United States.



The FATF is without significant enforcement power over jurisdictions
that do not live up to its standards. It sponsors self-evaluations and peer
reviews of its members, thus exercising global-level supervision, but has
limited scope to sanction noncompliance. As of June 2003, even the United
States was in full compliance with only 19 of the relevant 28 former FATF
recommendations based on a self-assessment of its AML regime. Its short-
falls concerned measures applied to insurance companies and money ex-
change and transmission operations. Since passage of the USA PATRIOT
Act, efforts have been under way to correct these problems.

Starting with the Seychelles in 1996, the FATF also has periodically issued
statements critical of the actions or inactions by non-FATF jurisdictions.35

The FATF’s success in forcing the Seychelles government to impose rules
on its financial businesses inspired a more comprehensive effort to iden-
tify other countries and territories in the world whose regimes to prevent,
detect, and punish money laundering did not meet internationally recog-
nized standards (box 4.3). This “name and shame” initiative was launched
officially in 2000 with the publication of 25 criteria, based on the Forty
Recommendations, for identifying noncooperative countries and territo-
ries falling short in their AML regimes (FATF 2000). While most jurisdic-
tions on the list were small, it included some major nations such as Egypt,
Indonesia, Nigeria, the Philippines, and Russia.

As of July 2004, six countries remained on the list. One of them, Nauru, a
Pacific island with a population of 12,600, has been subject since November
2001 to countermeasures that include the application of old FATF recom-
mendation 21 (see footnote 35) as well as enhanced surveillance and report-
ing of financial and other relevant actions involving that jurisdiction.36 The
countermeasures require financial institutions to report transactions or
attempted transactions that involve the jurisdiction or entities known to be
incorporated in the jurisdiction. More recently, such measures were applied
to Myanmar/Burma.

Liechtenstein, which was on the initial list, is credited with having accom-
plished one of the most rapid and impressive reconstructions of its AML
regime, but it is left with the historical residue of more than 80,000 shell cor-
porations, some with known unsavory links (including Saddam Hussein).
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35. Regarding the Seychelles, the FATF invoked old recommendation 21 to scrutinize closely
business relations and transactions with persons, companies, and financial institutions from
countries that do not or insufficiently apply the Forty Recommendations. This aim was to force
the Seychelles to repeal its Economic Development Act, which was designed, in the words of
US Treasury official Ronald Noble, then president of the FATF, “to attract capital by permit-
ting international criminal enterprises to shelter both themselves and their illicitly gained
wealth from pursuit by legal authorities.” In the same year, the FATF also applied recom-
mendation 21 to one of its own members to induce Turkey to pass adequate AML legislation.

36. See chapter 7 for a more detailed account of the Nauru case.



If Liechtenstein is to move on to clean up this residue, it will require the
cooperation of other jurisdictions.

The FATF, International Monetary Fund (IMF), and World Bank agreed
in the fall of 2002 on a one-year pilot project to assess compliance with mea-
sures to combat money laundering and the financing of terrorism. The proj-
ect in effect transferred most of the peer reviews and evaluations of FATF
members and nonmembers to the other two organizations as a step toward
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Box 4.3 The FATF Non-Cooperative Countries and Territories
Initiative

The Financial Action Task Force (FATF) undertook an initiative in 1999 to identify juris-
dictions that had inadequate AML regimes and were not cooperating sufficiently with the
global AML effort. The FATF issued its first report (FATF 2000) the next year on the basis
of 25 assessment criteria applied to four areas: (i) financial regulations, including customer
identification, excessive financial secrecy provisions, and lack of a suspicious transactions
reporting system; (ii) other regulatory impediments, including registration requirements for
certain types of businesses and their beneficial owners; (iii) obstacles to international
cooperation, including administrative and judicial constraints; and (iv) inadequate bud-
getary outlays for anti–money laundering activities and the lack of a financial intelligence
unit (FIU) or similar entity.

During two rounds in 2000 and 2001, the FATF reviewed 46 countries or territories as
part of what has been called its “name and shame” process. The 15 territories included
dependent territories such as Bermuda and autonomous territories such as Aruba. In
2002, the FATF suspended new reviews while cooperating with the IMF and World Bank
on their reviews of compliance with global AML standards, but FATF continues to moni-
tor jurisdictions that it previously reviewed. On the first or second round of its reviews, the
FATF “passed” 23 and “failed” 23 jurisdictions. Of the latter group, 17 later “passed” as
the result of subsequent reviews. The AML regimes of six jurisdictions have not yet been
passed by the FATF: Cook Islands, Indonesia, Myanmar/Burma, Nauru, Nigeria, and the
Philippines.

As part of this process, the FATF has threatened to endorse the application of counter-
measures on jurisdictions that do not make adequate progress to improve their AML
regimes. Under the original FATF recommendation 21, these countermeasures were
envisaged as being applied to jurisdictions with serious deficiencies in their AML regimes.
The measures may include more stringent customer due diligence requirements,
enhanced reporting requirements, limits on establishing financial institutions in FATF
countries, and warnings to nonfinancial-sector businesses with respect to dealings with
entities in those jurisdictions. The threat of countermeasures was applied to Nauru, the
Philippines, and Russia in 2001, Nigeria and Ukraine in 2002, and Myanmar/Burma in
2003. In the cases of the Philippines, Nigeria, and Ukraine, the threat was later lifted
because those countries made some progress in improving their AML regimes. In the
case of Russia, sufficient progress was made that it was admitted to the FATF as a full
member. The countermeasures were applied to Nauru and Burma/Myanmar.

The FATF has also conducted mutual assessment reviews of the AML regimes of its
members, which currently number 33. Two members are regional institutions: the
European Commission and the Gulf Cooperation Council. Except for Russia, none of the
other 31 members has “failed” a FATF assessment. Thus, the 30 other FATF jurisdic-
tions, including Hong Kong, which is an autonomous territory of China, can be said to
have “passed” their mutual assessment FATF reviews.
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a global supervision system.37 Drawing largely on national experts, the IMF
and World Bank organized overall assessments in cooperation with the
FATF and FATF-style regional bodies.

Guidelines also were established for the use of independent experts with
regard to criminal law enforcement matters and nonprudentially regulated
financial activities of such professionals as lawyers, accountants, and real
estate dealers. Their portions of the reports were printed in italics. This was
done out of concern about so-called mission creep in the IFIs and out of
concern that greater focus on this area would distract them from their core
missions.

Participation in an IMF/World Bank review is entirely voluntary, and
the country being reviewed itself decides whether the resulting report is
published, a procedure that has the potential to negate the “name and
shame” mechanism used to press countries with shortcomings.38 The IMF
and World Bank have no powers to sanction, and limited scope to promote
compliance through their lending and technical assistance programs.

Under the 2002–03 pilot project, 41 reviews have been conducted (IMF
2004a, 2004c), 33 of them by the IMF and/or World Bank with the help of
independent experts, and the remainder done by regional FATFs. As of
April 2004, IMF/World Bank reports on 15 of the 19 country reviews that
had been completed had been published in whole or in part.39

Notwithstanding the drawbacks to IMF/World Bank monitoring of
compliance with international standards on combating money laundering
and terrorism financing, the G-7 and the FATF called for continuation of the
assessment program on a permanent basis, and the executive boards of the
IMF and the World Bank agreed in March 2004. They also agreed to fully
integrate the treatment of criminal law enforcement and nonprudentially
regulated financial activities into a single assessment document, dropping
the italics.

Offshore Financial Centers

Following a recommendation of a working group of the Financial Stability
Forum (FSF 2000), the IMF also reluctantly undertook a program in 2000 to
assess 44 jurisdictions identified as offshore financial centers (OFCs). Part of
the IMF’s reluctance to become involved in this area related to the fact that

37. The IMF had already accepted FATF’s standards to combat money laundering and ter-
rorism financing as one of its 12 internationally recognized standards and codes.

38. The country reviews are conducted as part of the Reports on Observance of Standards
and Codes (ROSCs), which in turn are part of the IMF’s more comprehensive Financial Sector
Assessment Program (FSAP) that sometimes involves an in-depth Financial System Stability
Assessment (FSSA). ROSCs discuss compliance in a general context, while full assessments
also include detailed ratings of compliance.

39. The reviews for Bangladesh, Honduras, Israel, and Tanzania had not been published.
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nearly half of the jurisdictions were not Fund members. Several were de-
pendencies of members, such as Montserrat, which is an overseas territory
of the United Kingdom. In addition, some Fund members perceived the
assessment task as being only loosely related to the institution’s core re-
sponsibility to ensure macroeconomic and financial stability. Their concern
was that the program could take resources and focus away from the Fund’s
principal tasks. After the assessment program was up and running, and
perhaps in response to those sentiments, program director Barry Johnson
stated: “First, let me be clear that the IMF does not chase criminals. We help
jurisdictions set up the necessary legal and financial infrastructure, provide
technical assistance to draft laws and regulations, work with the authori-
ties to develop the required expertise and set up the financial intelligence
units needed to gather information from the financial services industry,
and ensure that there are trained staff to implement laws and regulations”
(IMF Survey, February 16, 2004, 39).

As of November 2003, the IMF had conducted some type of assessment of
40 of the 44 offshore financial centers. The program is regarded as generally
successful based on a review by the IMF (2003c) and the Financial Stability
Forum (FSF 2004). It is difficult to reach an independent judgment because
by mid-2004 reports had been published for only 16 assessments, with pub-
lication of another 10 in prospect. The IMF (2003c) review of the program
reached four broad conclusions. First, the supervisory deficiencies in off-
shore financial centers are similar to those in the most other jurisdictions
where the IMF has conducted assessments. Second, the wealthier the juris-
diction, the closer it comes to meeting high supervisory standards. Third, the
offshore financial center assessments have led to improvements in many
supervisory and regulatory systems in the jurisdictions evaluated. Fourth,
there is lax supervision and regulation of the nonbanking sector, which is par
for the course as AML regimes are established and implemented.

One concern of the offshore financial centers themselves had been that
they would lose legitimate business and associated revenues as a result of the
assessment process.40 Figure 4.2 suggests that such concerns may have been
misplaced at least with respect to business in 10 offshore financial centers.
The share of total cross-border financial assets accounted for by the five juris-
dictions normally identified as traditional offshore centers—the Bahamas,
Bahrain, Cayman Islands, Luxembourg, and the Netherlands Antilles—has
been essentially unchanged for a decade, including since 1999, when OFCs
began to receive increased attention. By contrast, the shares of the other juris-
dictions in the 10 OFCs—Japan, the United Kingdom, the United States,
Hong Kong, and Singapore—have been in a rather steady decline.

Of course, these data are only suggestive. Illegitimate business is proba-
bly only a small portion of total business in these centers. Offshore finance

40. See Suss, Williams, and Mendis (2002) for a discussion of the economic motivation for
becoming an offshore financial center and an early assessment of the impact of FSF and FATF
initiatives on such jurisdictions in the Caribbean.



could have attracted more legitimate business to some of these jurisdictions,
or the program and associated improvements related to global standards
may have had no effect on financial flows. Moreover, smaller offshore finan-
cial centers may have lost more business. Esther Suss, Oral Williams, and
Chandima Mendis (2002) report that the number of licensed banks in
Antigua and Barbuda declined from 58 in 1997 to 21 at the end of 2001 as a
result of the attention focused on their offshore financial center activities
by the FSF, and because of concerns raised by the FATF’s Non-Cooperative
Countries and Territories Initiative in 2000.

Enforcement

The enforcement pillar of the global AML regime relies heavily on a num-
ber of regional and United Nations conventions (table 4.1). Particularly
important are the 1988 UN Convention Against Illicit Traffic in Narcotic
Drugs and Psychotropic Substances (Vienna), the 1999 OECD Convention
on Combating Bribery of Foreign Officials in International Business Trans-
actions the 2000 UN Convention Against Transnational Organized Crime
(Palermo), and the 2003 UN Convention Against Corruption.
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While these conventions and agreements have succeeded on paper in
establishing a common AML framework, in practice there are important
differences.

An initial European Commission directive on money laundering issued
in 1991 was principally concerned with laundering of drug proceeds and
applied only to the financial sector. A second directive in 2001 widened the
focus to all “serious offenses” and required members to bring within the
coverage of the AML regime auditors, accountants, tax advisers, notaries,
other legal professionals, real estate agents, casinos, and dealers in high-
valued goods. In June 2004, the European Commission proposed a third
AML directive incorporating terrorism into the AML framework and con-
forming the EU AML regime to the 2003 FATF Forty Recommendations.

There are two basic approaches to criminalizing money-laundering
predicate offenses. Under the US approach (used in Japan as well), specific
crimes are listed, which has the advantage of pinpointing those types of
activities of substantial concern.

The alternative approach, found in most other jurisdictions, criminalizes
money laundering in connection with all offenses involving proceeds from
the crimes or in connection with all “serious offenses,” conventionally
defined in terms of a punishment threshold such as a maximum or a min-
imum imprisonment. This approach has the advantage of capturing what
is regarded as serious by the local authorities,41 but it may exclude cate-
gories important to other authorities, thereby undermining the quid pro quo
mutual reinforcement of national AML regimes. In general, law enforcement
has every reason to support adding concerns ranging from narcotics to ter-
rorism to the AML agenda.

Legislative implementation of enforcement measures around the world
has been spotty. For example, according to the IMF/World Bank 2004
assessment report on the Czech Republic’s AML regime, that country’s
definition of money laundering as an offense generally meets the inter-
national standard, but the implementing criminal code fails to cover the
acquisition, possession, or use of assets with the knowledge that such
assets originate from a criminal activity, and sets a higher burden of proof
than is consistent with the international standard. Similarly, as of 1993,
Greece was a party to various international agreements but had not yet
enacted any implementing legislation, and France, Luxembourg, Portugal,
and Spain had criminalized money laundering only in connection with
drug offenses.

The 2003 FATF Forty Recommendations sought to resolve this dilemma
by linking the two approaches. It establishes a definition of “serious
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41. Even using a definition of a “serious crime” that specifies either a maximum or minimum
does not guarantee uniformity of treatment. Some serious crimes are not “caught” by either
test, and in other cases the activity is not a crime.



offenses”42 and also specifically designates 20 broad categories of predicate
offenses for money laundering that include corruption, bribery, market
manipulation, and environmental crimes.

However, the designated predicate money-laundering crimes in the
2003 FATF Forty Recommendations do not include tax evasion, consistent
with the FATF’s mandate to avoid tax evasion. As discussed earlier, this
omission not only reveals a lack of uniformity in the global AML regime
but can also hinder cooperation. Some countries such as France include
tax evasion as a money-laundering offense in their national legislation, but
undercut the inclusion because the offense is not reportable by financial
institutions.

An Oxfam global report on tax havens in 2000 claimed that developing
countries as a group may be forgoing $50 billion in annual tax revenues as
a result of tax competition and the use of tax havens. The report does not
provide background on how the estimate was derived, so it is impossible
to evaluate the figure. However, the figure itself conveys the criticism that
the playing field in international finance as regards tax issues is uneven. In
August 2003, Secretary-General Kofi Annan issued a report to the UN
General Assembly calling for increased international cooperation on tax
issues involving money laundering, transnational crime, international ter-
rorism, tax evasion, and tax incentives for investment by competing coun-
tries.

With respect to the investigation element of enforcement, some juris-
dictions such as the United Kingdom do not condone sting operations.
Recommendation 27 of FATF (2003c) endorses investigative techniques
such as “controlled delivery, undercover operations and other relevant
techniques,” but not explicitly sting operations. Jurisdictions also differ in
their standards and procedures to enforce due process, human rights, and
privacy. The US Casablanca undercover operation in 1998 was regarded
as a resounding success in the United States, but the operation and its
aftermath created tensions with Mexico. In February 2004, four bankers
convicted in Mexican courts in connection with the operation were re-
leased when the US sting operation was declared unconstitutional under
Mexican law.

Approaches to the structure of the AML regime as well as prosecutions for
money-laundering offenses differ across jurisdictions depending in part on
fundamental legal principles, such as whether they are based on common
law or civil law. For example, under civil law principles it is more difficult to
establish criminal liability for legal persons. Common law principles are
generally credited with supporting better economic performance (Caprio
and Honohan 2001), but the better protection they afford property rights
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42. The FATF definition requires a maximum penalty of more than one year of imprisonment
or a minimum of more than six months.



tends to get in the way of a tight AML regime in which everything is regu-
lated. These differences and impediments generally are not regarded as
insurmountable, but they complicate the establishment of a uniform global
AML regime.

Finally, in the area of confiscation, national practices again differ. For
example, the 2003 FATF Forty Recommendation 3, citing the Vienna and
Palermo UN Conventions, carefully calls upon countries to adopt confis-
cation measures, outlines the desirable content (identification and freezing
of property, preserving the state’s ability to recover the property, and
investigation), and suggests that countries consider measures to allow con-
fiscation without a criminal conviction, or through procedures that shift the
burden of proof to the defender to demonstrate the lawful origin of the
property. Cross-country practices are far from uniform in this area, which
tends to impede international cooperation by, inter alia, limiting the scope
to share assets that might be seized.

On the other hand, most countries have financial intelligence units (FIUs)
to combat money laundering, and the 2003 FATF Forty Recommendations
include nine (26 through 34) that primarily relate to enforcement issues,
including the establishment of FIUs, along with six (35 through 40) that
relate to international cooperation on anti–money laundering. The powers
of such national FIUs differ, however. For example, the Czech FIU cannot
share information with its foreign counterparts in the absence of treaties or
conventions. In addition, where an FIU is situated within governmental
structures may affect its ability to coordinate information flows and inter-
act with those who are conducting criminal investigations.

The Egmont Group of Financial Intelligence Units established in 1995
now includes more than 80 entities that coordinate their work on money-
laundering issues. The aim is to support national programs through the
exchange of information (under closely specified conditions), enhance ex-
pertise, and foster better communication. Although such organizations as
the Egmont Group are not centrally involved in international enforcement—
which continues to be handled through traditional police and justice chan-
nels governed largely by bilateral and multilateral treaties, conventions,
and arrangements (such as mutual legal assistance treaties in criminal mat-
ters in the case of the United States)—they represent a significant recogni-
tion that enforcement is an important dimension of the global AML regime.

In Europe, the mandate of the Europol Drugs Unit (EDU) established
early in 1995 to coordinate actions on drug crimes was eventually ex-
panded to cover criminal activities associated with money laundering.
Later in 1995, Europol itself was created and it absorbed the EDU in 1999.
The European Union has been faced with more intense coordination and
enforcement issues as it has developed and deepened the single market,
with a greater need for common rules and areawide enforcement actions.

At the global level, the international police coordination organization
Interpol established a Financial and High Tech (FHT) Crimes Sub-Directorate
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under its Specialized Crimes Directorate in September 2001. The FHT in-
vestigates funds derived from criminal activities, as well as currency coun-
terfeiting and intellectual property rights offenses. It focuses on providing
expertise to law enforcement agencies and increasing interjurisdictional
communication and cooperation (Interpol 2003).

National and global AML regimes initially exist only in agreements and
laws. They are effective only if there is compliance and implementation.
For example, in early February 2004, the European Commission notified
France, Greece, Italy, Luxembourg, Portugal, and Sweden that they had
failed to implement changes in their national laws mandated by the 2001
EC Money Laundering Directive.43 On the other side of the world, the story
is told that the government of Vietnam is unconvinced that it needs to
apply CDD to its banks if it owns them.

The World Bank (2003a) makes the case for how money laundering ad-
versely affects developing countries because they are often small and more
susceptible to disruption. But it acknowledges that the magnitude of these
consequences is difficult to establish because the impact cannot be precisely
quantified either in general or for a specific country. In developing countries
with limited governmental resources, and where anti–money laundering
may, correctly or incorrectly, be regarded as a luxury good, one option for
strengthening the global AML regime is to provide technical and financial
assistance bilaterally or through international financial institutions.

Costs of the US Anti–Money Laundering Regime

In principle, the gross financial costs of the AML regime should be weighed
against the benefits of efforts to prevent and combat money laundering, to
which we turn in chapters 5 through 7. Systematic quantitative informa-
tion on the costs of the AML regime is scarce, so this section draws on
scraps of US and British information in order to make a ballpark estimate
of the gross financial costs of the US AML regime. That estimate for 2003 is
on the order of $7 billion, or about $25 per capita.

An anti–money laundering regime imposes both direct and indirect as
well as financial and nonfinancial costs that take three forms: (1) costs
incurred by the government or public sector in establishing and adminis-
tering the regime, (2) costs incurred by the private sector in carrying out
the requirements of government, and (3) costs borne by the general public.
Were it not for these costs, the standard of zero tolerance for money laun-
dering could be applied to measuring the success of the AML regime in
achieving all of its goals. In other words, any dollar of proceeds of crime or
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43. The European Union also could have made a major contribution to the global AML
regime by limiting the largest new euro note to t100, comparable to the largest US note of
$100; instead the largest note is t500.
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some other form of those proceeds that was laundered would be proof that
the system was flawed.

In addition to the gross financial costs of prevention and enforcement,
the potential for information overload, in practice, should also be consid-
ered. The government may collect so much information because it per-
ceives the costs of doing so as being negligible, but this approach runs the
risk that the massive amount of irrelevant information might drown out
information that is of value.44 The result may be a point on a “Laffer curve”
for AML information beyond which additional filings reduce the inves-
tigative capability of the government. Pieth and Aiolfi (2003) as well as sev-
eral reports by the government itself have voiced concern about the
collection of excessive information by the US AML regime. The General
Accounting Office (GAO 1996) argued specifically that too many CTRs
were being filed, imposing unnecessary costs on both the private and pub-
lic sectors, and undercutting the usefulness of the reporting system. Seven
years later, FinCEN (2003a) set a goal to reduce the number of CTRs (now
numbering over 12 million annually) by 30 percent. Although the stated
aim was to reduce the submission of CTRs with little or no value to law
enforcement, and which thus imposed costs for industry, an implicit moti-
vation was to lower costs and increase the effectiveness of CTRs for the US
government.

Evidence on the issue of information overload in the United Kingdom
comes from KPMG (2003, 16): “The nature of the process at ECB [Economic
Crime Branch of the National Crime Intelligence Service], exacerbated by
the significant number of poor quality SARs provided by disclosing enti-
ties, has led to significant delays in disseminating SARs which have not
been fast-tracked.” Michael Gold and Michael Levi (1994) reached a simi-
lar conclusion.

Problems of incidence and interpretation also are involved. Consider each
of the three areas in which the AML regime imposes costs: the government,
private-sector institutions, and the general public. The government incurs
direct costs through prevention and enforcement, such as operating the SAR
and similar databases and investigating specific transactions.

The government uses laws and regulations to shift some of its costs onto
financial and nonfinancial institutions and, potentially, independent pro-
fessions.45 Banks incur direct costs when they are required to set up inter-

44. Generalizations in this area are difficult in the absence of carefully assembled data. For
example, it is possible that the costs of compliance are unknown. The government may bear only
a small share of those unknown costs. It may not be in a position to judge costs and benefits for
either the private or public sector. It may be unaware of the issue, though that would be unlikely
in the often contentious environment of US financial regulations. Finally, the government may
not recognize that one of the costs of the AML regime is the less efficient use of any information
because of the costs of searching for it.

45. Reinicke (1998) refers to this process of increasingly assigning and delegating informa-
tion and analysis responsibilities to the private sector as “horizontal subsidiarity.”



nal control systems to detect money laundering or systems to generate the
data sought by the government. Costs borne by financial and other insti-
tutions and businesses may be shifted to customers. Of course, the indi-
vidual institutions consider the costs net of any direct or indirect financial
benefits. Representatives of a number of the institutions interviewed for
this study emphasized that they integrate the requirements of the AML
regime into their overall risk management systems, and that they see rep-
utation or “image” advantages and other gains from running “squeaky
clean” operations.

Also relevant are distinctions between the institution’s long- and short-
run costs as well as the general level of competition it is facing. Never-
theless, to the extent that the net effective financial costs are positive, the
price of the services provided by individual financial institutions and busi-
nesses go up; if the institutions use a cost-plus-markup approach to pric-
ing decisions, the general public pays some of the costs. For example, banks
raise the price of services to the customer, either directly via monthly fees
or indirectly via higher minimum balance requirements to recoup some or
all of their net AML costs. A potential indirect effect of this cost shifting is
that these price increases may exclude some customers from access to stan-
dard banking services such as electronic deposits or check cashing.

Customers also bear opportunity and transaction costs, since they must
provide additional documentation to satisfy the regulations and may expe-
rience as a consequence delays and other types of transaction costs. A less
tangible b}t often no less important cost to some customers is the increased
intrusion, or loss of “privacy.” Intrusiveness also can contribute to a will-
not-pay or will-not-play posture on the part of customers who either defy
the rules or withdraw from participation in the financial system. Either
way, the overall effectiveness of the AML regime may be weakened be-
cause of a loss of information. Similar compliance problems can arise if
AML requirements are perceived to be applied unevenly among customers
(e.g., more harshly to individuals than to corporations).

Costs to the Government

No systematic estimates are available for the costs of the various elements
that make up the AML regime in the United States or any other country.46

Moreover, developing such estimates poses complex conceptual chal-
lenges. For example, the government’s costs to operate SAR and CTR data-
bases can be estimated, but those costs are a small part of total government
AML costs and do not include the enforcement costs associated with inves-
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46. The best analyses are by the UK authorities, and we rely on them quite heavily. Although
the 2000 National Money Laundering Strategy initiated a tally of resources that the US govern-
ment devotes to combating money laundering, the findings were never made public.



tigative and regulatory activities employing these databases. Those latter
costs are difficult to estimate, in particular the marginal costs, because few
investigations focus solely on money laundering. Rather, the AML regime
generates data that government agencies use along with other investiga-
tive materials in pursuing criminal investigations and developing prose-
cutions.

Despite such constraints, it is possible to put together ballpark estimates
of total US annual (fiscal year) federal outlays for all types of prevention
(principally by financial regulators) and enforcement activities, using as a
starting point the “750” account of the federal budget covering the admin-
istration of justice. Figure 4.3 displays the trends in real (1995) dollars from
1985 (prior to enactment of the 1986 Money Laundering Control Act) to

96 CHASING DIRTY MONEY

0

500

1,000

1,500

2,000

2,500

3,000

0

5,000

10,000

15,000

20,000

25,000

30,000

35,000

40,000
Money
Laundering
Control
Act

Money
Laundering
Suppression
Act

USA
PATRIOT

Act

Annunzio- 
Wylie Act

preventiona

Prevention

enforcementb

Enforcement

1985 1987 1989 1991 1993 1995 1997 1999 2001

20
03

e
20

04
r

Figure 4.3 Trends in US federal prevention and enforcement real
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a. Includes outlays for US Treasury and non-Treasury agencies involved in the prevention
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b. Includes outlays in Function 750 (Administration of Justice: federal law enforcement, federal
litigative, judicial, correctional activities and criminal justice assistance) of the US federal budget.
FinCEN is also included in Function 750.

Source: US Federal Budget, Annual Report: Budget Review (fiscal 1985 to 2004). Board of
Governors of the Federal Reserve System, fiscal 1985 to 2004.



2004. The data include expenditures associated with the AML regime as
well as expenditures associated with other regulatory or law enforcement
activities. In real terms, the average annual increase over the period was
6.1 percent for total prevention expenditures, 7.4 percent for enforcement
expenditures (almost an order of magnitude larger than prevention), and
7.3 percent for the combined total.

Not a great deal can be said about expenditures on the actual AML
regime, although one can ask whether the passage of the four major pieces
of AML legislation in the years indicated in figure 4.3 by the vertical lines
had a marked impact on our proxies for aggregate prevention and enforce-
ment expenditures.

Over the period measured, the average three-year increase in prevention
expenditures was about 13 percent and in enforcement expenditures about
26 percent. These averages can be compared with the three years sur-
rounding the passage of the four pieces of US AML legislation from one
year prior to passage, as the base, until two years after passage. For pre-
vention, the comparison reveals that the only above-average increase was
surrounding the passage of the MLCA in 1986, and the excess was less
than 10 percent; for the other three dates the increase was the same as or
less than the average. For enforcement, a similar above-average increase
occurred from the base in 1985 to 1988, but the increase from 2000 to 2003
(surrounding the passage of the USA PATRIOT Act) was substantially
larger, about 20 percent more than average. Thus, there may have been
marked increases in expenditures by the federal government associated
with these four major adjustments to the US AML regime, but they appear
to have been largely washed out in the aggregate data by other factors
affecting regulatory and supervisory expenditures.

A rough rule of thumb is that perhaps 2 to 3 percent of total US govern-
ment regulatory and enforcement expenditures at present might be attrib-
utable to the AML regime.47 On this basis, the federal government in fiscal
year 2003 may have spent something like $1.5 billion on the AML regime,
which would be 0.014 percent of nominal GDP in 2003.48 For the public sec-
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47. The costs of AML regime prevention and enforcement are combined with data on other
aspects of regulation and law enforcement that have nothing to do with money laundering.
This is easiest to appreciate on the law enforcement side, which includes activities (such as
Secret Service protection) that have negligible or zero money-laundering components. US
government officials generally opt for the lower estimate (2 percent), which is consistent with
the “rough cut” estimate of the federal budgetary costs of the US AML regime of $1 billion in
fiscal year 2001 presented in the 2000 NMLS (appendix 6). The higher estimate (3 percent) is
consistent with the data assembled for this study, which included expenditures by the Federal
Reserve System that were excluded from the 2000 NMLS estimates.

48. Suskind (2004) reports that US Treasury Secretary Paul O’Neill subsequently decided that
the $1 billion estimate for budget expenditures in fiscal year 2001 should have been closer to
$700 million. We were unable to find the basis for his revision, and, as noted, the original esti-
mate excluded costs incurred by the Federal Reserve System.



tor as a whole, including state and local expenditures, the total may have
been twice as large, about $3 billion as an upper-bound estimate.49

Costs to Private-Sector Institutions

Estimates of AML regime costs to private-sector institutions are similarly
elusive. In the case of large banks it is possible to separate out the costs of
units explicitly set up to comply with AML regulations and reduce a bank’s
vulnerability to it. However, internal costs associated with filling out forms
and examining customer records for AML compliance cannot be readily
separated from other reporting requirements related to the Bank Secrecy
Act. Interviews with officials in a number of large financial institutions sug-
gest that it is these dispersed costs that are the principal expense.

The literature on the costs of bank regulation is small, but a review by
Gregory Elliehausen (1998) of what is available helps to obtain some sense
of the order of magnitude of costs for banks and, by extension, other finan-
cial institutions and nonfinancial businesses subject to AML regulations.
Elliehausen distinguishes four concepts of costs: opportunity costs when reg-
ulation prevents an institution from engaging in a profitable activity; oper-
ating costs, divided between start-up and ongoing costs; total costs of the
activity, even if not required by law or regulation; and incremental costs
specifically associated with the required activity.

Most useful for purposes here are estimates cited by Elliehausen drawing
on the work of the accounting firm Grant Thornton (1992, 1993) for the
Independent Bankers Association of America. Elliehausen is relatively com-
fortable with the methodology in these studies, which provide estimates of
ongoing operating costs of complying with Bank Secrecy Act regulations as
of 1991, including a large component of AML regulations as well as other
matters. One Grant Thornton study estimates that compliance with the
Bank Secrecy Act accounted for 0.2 percent of individual banks’ noninter-
est expenses, while the other said 0.5 percent. This range translates into
between $240 million and $600 million for the entire banking system. Using
the larger number and scaling it by the growth of nominal GDP between
1991 and 2003 produces a figure of about $1 billion. A ballpark upper-end
estimate of the costs of AML regime compliance for banks would be $1.5 bil-
lion in 2003, recognizing that AML requirements have increased over that
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49. We did not find even roughly comparable data on the AML prevention and enforcement
expenditures by state and local governments, so we were forced to rely on some ready reck-
oning. Government consumption expenditures at the state and local levels are about 1.7 times
those at the federal level, which might suggest applying a larger multiplier to estimated fed-
eral expenditures to come up with total government expenditures on anti–money launder-
ing. However, a disproportionate amount of the AML activity is at the federal level, which
suggests doubling the estimate for the federal government should produce a reasonable
upper-bound estimate of total government financial costs of the US AML regime.
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period. The figure might reasonably be doubled to obtain an upper-end
guesstimate of $3 billion for all private-sector institutions.50

Studies by KPMG (2003) and Pricewaterhouse Coopers (2003) for the UK
National Criminal Intelligence Service and the Financial Services Authority
(FSA), respectively, provide a partial cross-check for these estimates. The
KPMG study provides a “rough estimate” of the current cost of the UK SARs
regime for reporting entities of £90 million. If we scale this figure by the size
of the US economy relative to the size of the UK economy and convert it
from pounds sterling to dollars, the corresponding estimate is $1.1 billion.
Since reporting of SARs is an important but only one element of the AML
regime, this rough estimate suggests that a figure of $3 billion for the entire
US regime is not unreasonable as an upper-bound estimate.

The Pricewaterhouse Coopers study for the FSA reports on the one-time
compliance costs of extending customer due diligence to existing cus-
tomers who had not previously been subjected to CDD because they were
customers of the institutions prior to the introduction of those require-
ments in the United Kingdom in 1994. The study suggests that the costs
for banks are slightly more than half those for all major financial institu-
tions.51 Pricewaterhouse Coopers also compares the costs of the two pro-
posed approaches with the overall AML compliance costs in the United
Kingdom. Using the arithmetic outlined above, the comparable total for
compliance costs to financial institutions in the United States would be
about $2.1 billion, which is in the same ballpark as our estimate of $3 billion.52

A 2002 study by Celent Communications, a Boston financial-research
organization, reportedly concluded that AML spending by US financial
institutions in the wake of the passage of the USA PATRIOT Act would
total $10.9 billion over 2003–2005, or about $3.5 billion a year. Allowing
for the fact that some of these would be one-time costs and Celent might
have had an institutional interest in generating a larger rather than a

50. Excluding real estate from the “finance, insurance, and real estate” category of US GDP
by industry, depository institutions account for about 40 percent of the rest of the category,
which also includes nondepository institutions, security and commodity brokers, and insur-
ance. On the other hand, the AML prevention regime is currently applied with much greater
force to depository institutions, which suggests that doubling the estimate for banks should
produce a reasonable upper-bound estimate.

51. Pricewaterhouse Coopers examined two approaches to implementing the AML regime.
The finding cited in the text combines estimates of the costs of the more expensive approach
with estimates of the costs for six major banks that are already implementing something close
to the more expensive approach.

52. The May 9, 2003, Federal Register (page 25108) notice of the incremental paperwork bur-
den associated with revisions to the US CDD regulations applied to 22,057 US financial insti-
tutions covered by the USA PATRIOT Act. Each institution was expected to incur 11 hours
per respondent on average. Assuming that these hours would be divided equally among
tellers, bookkeepers, and financial officers on the basis of mean hourly earnings as reported
by the US Bureau of Labor Statistics, augmented by 30 percent for benefits, the total cost of
this adjustment to the US AML regime was a modest $5.7 million.



smaller estimate, the Celent estimate would appear to be in the same ball-
park as the aforementioned estimates.53 Recall, however, that these are
estimates of gross financial costs and do not take into account any finan-
cial or nonfinancial benefits of complying with the AML regime.

The two studies for the UK authorities also looked at AML costs to the
government. The KPMG study of the SAR regime estimates these costs at
only about 12 percent of the costs to reporting institutions. However, that fig-
ure should not undercut our guesstimate of the rough equality between the
overall costs of the US AML regime to the government and private-sector
institutions. Many government costs with respect to prevention, such as
drafting regulations and conducting examinations, are unrelated to the
actual management of information flows. The United States is also far more
active than the United Kingdom in prosecutions (chapter 5). Moreover, our
estimate of total US federal prevention costs (figure 4.3) is only about one-
fifth of the total prevention plus enforcement costs.54

Elliehausen’s summary of the research in this area establishes a strong case
for the presence of economies of scale with respect to the costs of AML com-
pliance, where assets or some more refined definition of a bank’s output
measure scale.55 Fixed costs of compliance reflect such items as computer sys-
tems, which account for a large component of start-up costs for AML
regimes.56 However, variable costs may also be lumpy for small institutions;
ongoing compliance involves larger proportions of labor costs, but special
skills (human capital) are involved. To the extent that a large component of
the costs imposed on firms are fixed costs, it is understandable that there is
resistance by casinos, the real estate industry, lawyers, and accountants to
expanding the AML regime into their lines of business.57 The AML regime
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53. Celent Communications was cited in Business Week (December 1, 2003, 102) as the source
for an estimate that more than 13,000 US financial institutions had yet to implement basic
watch lists to screen new customers. The firm argued that many small institutions would
rather pay a fine than install costly new technology for customer screening.

54. The Pricewaterhouse Coopers study estimates that the cost to the UK government of the
expanded retrospective CDD would be a minuscule amount (0.3 percentage points) of the total
cost to firms. This low figure is understandable because the change in the AML regime applies
principally to the reporters and the cost to the government only involves receiving additional
reports but not any subsequent action using the reports.

55. Pricewaterhouse Coopers (2003, 88) reports that large banks benefit from economies of
scale in outsourcing some aspects of customer due diligence to credit bureaus.

56. KPMG (2003, 48) estimates that the capital costs of the UK SAR regime are roughly
two-thirds of annual compliance costs. On the other hand, Celent (www.celent.net/japanese/
PressReleases/20020927/AntiMoneyLaundering.htm [accessed March 8, 2004]) reported that
hardware costs were only 6 percent of the estimated total of three-year AML regime expen-
ditures by US financial institutions.

57. HM Treasury (2002) estimates that the cost of extending the UK AML regime to lawyers,
accountants, and real estate dealers, converted into dollars and scaled to US GDP, is $2.1 bil-
lion. However, it should be noted that the US AML regime does not as yet apply extensively
to these professions.



imposes additional one-time costs for continuing in business, as well as sub-
sequent costs resulting from frequent changes in regulations.

A report to Congress on the use of currency transaction reports illus-
trates some of the complexities of AML regime costs for banks, and pre-
sumably for other reporters as well. A survey by FinCEN (2002) of the
reasons why banks did not take advantage of the potential exemptions
from CTR reporting detected little difference between the responses of so-
called megabanks, each with more than $32 billion in assets, and all other
financial institutions. Among the more prominent reasons for not using
the exemption was that it is not cost effective to change systems once they
are in place, suggesting a large role for fixed costs. Other reasons included
the additional due diligence costs involved and fear of regulatory action if
an exemption were to turn out to be wrong. The survey findings suggest
some of the reasons for the potential information overload in the reporting
element in the US prevention pillar.

Costs to the General Public

Notwithstanding the economic and social benefits of the AML regime, the
general public incurs costs from the increased regulation in the form of
reduced efficiency and higher charges. While there is little to go on to esti-
mate out-of-pocket or opportunity costs of the AML regime, comprehen-
sive cross-country research by the World Bank (2004) shows that more
regulation in general is associated with lower labor productivity, greater
use of the informal economy, increased corruption, and higher costs. There
is no reason to believe that such effects of regulation would be any differ-
ent in the case of the AML regime—the only question is the magnitude of
the adverse effects. A topic for future research might be to adapt the World
Bank’s survey approach in connection with estimating AML regime costs
to the general public.

The Pricewaterhouse Coopers report (2003, 75) on expanded CDD in the
United Kingdom stated that “a new regulation, which makes it more
expensive to enter a market, might be expected to soften the level of com-
petition, to the potential detriment of consumers.” In addition, Elliehausen
(1998) argues that the policy implications of economies of scale in the costs
of regulation are that they inhibit entry of new firms into banking, limit
interinstitutional competition, undermine deregulation efforts across the
financial sector, and reduce incentives for financial innovation because reg-
ulatory costs are relatively high at low levels of output that are associated
with the early phase of regulation.

Pricewaterhouse Coopers provides some quantitative insight into the
costs of the AML regime to the UK general public. The report estimates a
cost per customer of between 7 and 12 percent of the overall cost of imple-
menting the one-time adjustment in the UK AML regime with respect to
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CDD, depending on which approach would be chosen. The estimate is
based on the customer’s time required, the opportunity cost of that time,
and any materials. In addition, there may be other transaction costs asso-
ciated with routine business operations.

What might be a plausible upper-end estimate of the out-of-pocket costs
of the AML regime to the US general public? A rough guess is that private-
sector institutions are able to shift up to a third of their gross financial costs
to consumers, perhaps something on the order of $1 billion per year on the
basis of the earlier guesstimate of the $3 billion annual cost of the AML
regime to those institutions as a group. We have no empirical basis for this
figure, but in the context of our estimate of the costs of the overall AML
regime, these costs are not additional to those borne by those institutions.
Perhaps a similar figure of $1 billion, which amounts to one-third of the esti-
mated gross costs to financial and nonfinancial institutions and businesses,
is reasonable as an upper-end estimate of current additional costs of the
AML regime to the US general public. It may be on the high side given the
Pricewaterhouse Coopers estimate cited in the previous paragraph, but that
estimate appears to be based on a rather narrow conceptual base.

In addition to the general costs of regulation to the public, certain aspects
of the AML regime may impose a disproportionate burden on poorer
households. For example, requirements to present multiple forms of iden-
tification to establish a bank account have created problems in low-income
(legal and illegal) immigrant communities. Indeed, as noted above, the
United Kingdom provides an exception it its requirements for CDD in part
so as not to make access to the financial system too difficult for low-income
and immigrant groups. In the United States, the risk-based approach to
customer due diligence raises social concerns about possible profiling by
country of origin or by race. Moreover, increased regulation in the formal
economy is likely to increase reliance on the informal economy. When it
comes to money laundering, this means reliance on informal means of
transferring funds across borders, which is particularly relevant for legal as
well as illegal immigrant workers who transmit a large portion of their earn-
ings back to their countries of origin.58 One consequence of customers lack-
ing low-cost access to the traditional banking system is a less effective AML
regime, because their exclusion makes tracing money that much more dif-
ficult. The larger the flow of legitimate funds through unregulated channels,
the harder it is to find money laundering through the same mechanisms.

In summary, adding together our crude estimates of the gross financial
costs of the US AML regime to the government, private-sector institutions,
and the general public produces a rough upper-bound total of $7 billion.
The figure includes $3 billion for the government, $3 billion for private-
sector institutions (of which $1 billion might be shifted to the general pub-

58. A task force report by the Inter-American Dialogue (2004) estimates total remittances to
Latin America in 2002 were $32 billion.



lic), and $1 billion in additional costs for the private sector. Assuming this
figure is in the ballpark, it represents about 0.06 percent of US GDP in 2003,
or about $25 per capita.

The costs of a given AML regime differ across countries. The United
States and some other wealthy industrial countries can establish a com-
prehensive AML regime at modest cost relative to GDP because they have
efficient banks and other institutions with sophisticated internal control
systems that make it relatively easy to add AML dimensions. Institutions
in poorer nations may have more difficulty in complying with require-
ments such as the FATF’s Forty Recommendations. Similarly, large insti-
tutions may enjoy competitive advantages within wealthy nations to the
extent that setting up an effective AML system within an institution has
substantial fixed costs. Interviews with officials of financial institutions
suggest that these are very much second-order issues, but too little is
known about them to dismiss them summarily.

Much more attention deserves to be given to the costs of the AML re-
gime, but it would seem that the biggest issue is not necessarily the finan-
cial costs. Of course, views may differ with respect to nonfinancial costs,
such as intrusions on privacy. In the wake of September 11, the judgment
was that additional nonfinancial costs should be absorbed, and the advo-
cates of increased prevention and enforcement received new powers. More
recently, the pendulum may have swung back some, but in the United
States this is a familiar story in terms of the AML regime, where it has not
been at all uncommon over the years for any given piece of legislation actu-
ally to relax provisions mandated in previous legislation. The principal
example is the Money Laundering Suppression Act of 1994, which autho-
rized the liberalization of regulations for the granting of exemptions for
cash transaction reports. As noted by FinCEN (2002), the relaxation of
those particular regulations has been only a partial success. The legislation
authorized the Treasury to designate a single agency to receive SARs at the
same time it extended the AML regime to money transmission businesses
and to casinos. In other words, relaxing the regulations was part of the
political quid pro quo for expanding coverage of the AML regime.

Even if the estimated total financial cost of the US AML regime is con-
sidered to be small—as stated, $7 billion is a mere 0.06 percent of 2003
GDP—the cost needs to be justified, particularly if the prevention pillar is
to be expanded or the enforcement pillar strengthened. This suggests a
need for better data and fresh approaches to the analysis of these issues in
the years ahead.
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